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edical devices are safety-critical by nature.

Manipulated or misconfigured equipment may lead
to incorrect diagnoses, delayed treatments, or even harm
to patients. Security breaches can range from accidental
misconfiguration to intentional cyberattacks. Therefore,
safeguarding configuration processes is essential to
maintaining the medical systems.

Secure configuration of CANopen devices

The access type (read-only, read-write, write-only)
to individual data elements of a CANopen device is
specified by the device’s EDS (electronic data sheet) file.
Any CANopen manager can access the data elements
according to the access type (see Figure 1, connection 1
and 3).
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Figure 1: Standard CANopen configuration vs. secure
CANopen device configuration according to Microcontrol’s
specification (Source: Microcontrol)

>

The secure configuration concept extends the
standard CANopen approach by ensuring that only
authorized managers can alter configuration data.
Unauthorized managers are restricted to read-only access,
preventing malicious changes to critical parameters. Key
requirements include:

+ Securing the object dictionary without affecting
CANopen conformance tests;

« Authentication between authorized managers and
secure devices;

+ Atomic write operations via secure device configuration
files (DCF);

+ Verification of changes using checksums.

Secure configuration process

The secure configuration process (see Figure 2) ensures
that only validated and authorized configurations are
applied. A device in its factory state allows full configuration
to pass the CANopen Conformance Test. Once secured,
access to the object dictionary becomes restricted, and
only secure DCF files can be used to update its content.
These files are verified via checksums, guaranteeing that
only authentic configurations are accepted.

Secure DCF file format

A secure DCF file builds on the concise DCF format as
defined in the CiA 302 specification, with the addition of
a header containing identification data such as node-ID,
vendor-ID, product code, and a nonce generated during
authentication (see Figure 3).

(Source: Adobe Stock)
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act Secure configuration

Secure object dictionary (2010h)
Secure DCF configuration (2011h)

Secure configuration checksum (2012h)

Secure configuration status (2D14h)

Read configuration status

[Configuration status: OD secured = false]

Authentication procedure
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Secure access seed (2018h)
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Verily configuration checksum
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‘Write Secure DCF configuration
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[Configuration status: DCF apolied = true]
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checksum"

Verify configuration checksum
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[Configuration status: DCF applied = false]
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Read 'Configuration error history’

Manager sends a NMT start
remote node to server

Figure 2: Secure configuration process (Source:
Microcontrol)

Secure DCF
Header | Concise DCF format
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Figure 3: Secure DCF file format (Source:
Microcontrol)

This format enables both full and partial configurations:
« Full configurations are mandatory for initial setup,
ensuring a trusted baseline.
« Partial configurations allow selective updates but are
only valid after a successful full configuration.
Checksum verification ensures integrity, and failed
operations are logged in the device’s error history.

Authentication and object dictionary
security

Authentication is achieved using a seed/nonce mechanism,
preventing replay attacks and ensuring that only authorized
managers can write configuration data (see Figure 4). Once
the object dictionary is secured, write access is blocked,
and any reconfiguration must be executed through a
validated secure DCF file.
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Figure 4: Communication examples for the authentication
procedure (Source: Microcontrol)

The server generates a random seed, which is
used to create a nonce by the server and the manager.
The nonce is valid for a maximum duration of 1 second.
The nonce can be used only once to gain write access to
objects 2D10, and 2D11,. Access to other objects by the
CANopen manager will destroy the nonce. This mechanism
guarantees the integrity of critical device parameters in
sensitive environments.

Conclusion

The secure configuration of CANopen devices offers a
robust solution to the growing security demands in medical
technology. By combining authentication, integrity checks,
and controlled access, medical equipment manufacturers
can achieve higher resilience against threats while
maintaining compliance with safety standards.

An initial implementation of the secure configuration
specification from Microcontrol has been realized using
data elements within the manufacturer-specific area of
the CANopen object dictionary. This implementation is
already operational in a maritime application requiring
enhanced security with regard to configuration parameters.
Implementing these mechanisms will be key to ensuring
secure medical systems in the future.
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