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CAN communication in mobile machines

According to a definition by the EU commission, 
mobile machinery (also known as NRMM: non road 

mobile machinery)  includes a wide range of machinery 
designed to perform specific operations in off-road 
environments, such as:

	◆ Agricultural machinery (e.g., sprayers, combined 
harvesters, forestry equipment);

	◆ Construction machinery (e.g., lifting and handling 
equipment, earthmoving machinery, mobile cranes, 
industrial trucks);

	◆ Gardening machinery (e.g., lawnmowers);
	◆ Municipal machinery (e.g., for street cleaning or snow 

removal).
Occasionally, such machinery needs to travel 

on public roads to move from one location to the  
next one. Many aspects of the machinery sector 
have been harmonized (e.g., functional safety in the 
Regulation 2023/1230/EU - Machinery). This relates 
also to body applications (e.g., a truck-mounted crane) 
on commercial road vehicles – they are also mobile 
machines. However, ‘road safety requirements’ such as 
lights, brakes, steering, dimensions, etc., are currently 
regulated at a national level and manufacturers have 
to comply with requirements, which vary between EU 
countries.

Many of these machine-like equipment are 
connected to the vehicle by means of CAN interfaces. 
They are called differently:

	◆ Implement in the agriculture world using standardized 
interfaces (ISO 11783 series);

	◆ Body application unit (BAU) in commercial road 
vehicles, applying ISO 25200 compliant interfaces;

	◆ Attachment in earth-moving vehicles (described in 
the MiC 4.0 Bus specification).

This add-on equipment can be exchangeable or it is 
installed permanently.

The machine-like equipment can implement 
embedded CAN-based networks. They use sometimes 
manufacturer-specific higher-layer protocols. Increas-
ingly, such networks apply standardized higher-layer 
protocols such as CANopen or J1939.

In this issue, we report about devices suitable for 
mobile machinery as well as about mobile machinery 
applications.

In the September issue, we will focus on CAN FD 
network applications and related products.

Holger Zeltwanger

https://www.sunix.com/en/
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CAN FD light applications

The future of automotive E/E-architectures is zonal. This 
expectation is mainly voiced in the context of Ethernet-

based network architectures. In an Ethernet-based zonal 
architecture the computation power is located in the central 
electronic control unit (ECU) and in zonal gateways. The 
communication from these control units to small sensors 
and actuators requires a cost-efficient network solution 
that enables these smaller devices to operate without 
microcontrollers and software.

CAN FD light with its cost-efficiency and its capability 
to be implemented in small monolithic devices without the 
need for software, microcontrollers, and expensive additional 
external components like crystals offers a solution to this 
requirement.

Today’s CAN-based body network shows a collection 
of applications, which are candidates for such low-cost 
connection needs.

Figure 1 shows a simplified representation of a  
CAN-based body network and attached applications. 
Additional functions such as interior lighting or climate control 
may be added. Some of these functions are optional like the 
control for the sunroof. 

The sunroof is an example of a small control unit 
with safety requirements since a closing roof may cause 
harm by squeezing body parts in its way. Similar safety 
requirements apply for automatic window and door closures 
or heating. Window lift or lighting require an ASIL-B capable 
communication according to ISO 26262. CAN FD light 
in conjunction with its end-to-end communication safety 
protection enhancement offers a fitting solution for these 
components.

Exterior lighting is an example, in which many small 
light actuators need to be controlled over a single network 
since the light (LED) drivers must be placed close to the light 
source, but must be connected to a zonal controller.

Figure 2 shows a lighting application with many distrib-
uted LED drivers that are connected by CAN FD light to an 
application gateway. The application gateway communicates 
with the zonal controller via Ethernet. 

This application example displays the advantages of CAN 
FD light over other networks used in the automotive domain. 
It can connect up to 100 single nodes to a commander at low 
cost by implementing a full monolithic integration inside the 
LED drivers without the need for an external crystal.

Since CAN FD light can be used in a daisy-chain 
configuration which allows auto addressing, it is also a good 
choice for interior lighting. 

Other applications are the ones currently connected by 
LIN. Many LIN networks in the car need an upgrade to higher 
data rate and the network consolidation that is enabled by 
doing so. Also, here the low implementation and network cost 
together with a large amount of individual responder nodes 
that can be connected with CAN FD light makes it the right 
choice for this network improvement and consolidation.

With these advantages and properties of CAN FD light 
in mind many additional applications can be imagined for 
this µC-less cost-efficient and backward compatible network 
protocol.”                                                                                    t

Fred Rennig (STMicroeletronics, EMEA ADG 
Marketing and Application)

CAN FD light is due its  
low cost and backward  
compatibility to CAN FD  
the perfect candidate for  
climate control actuators 
(‘HVAC’ – heating,  
ventilation and air-conditioning) with its 
heaters and ventilation motors.
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Figure 1:  Simplified body CAN (Source: Fred Rennig)

Figure 2: Lighting example with distributed drivers and 
Ethernet gateway (Source: Fred Rennig)

CAN is a mature communication technology comprising three data link layer protocolCAN is a mature communication technology comprising three data link layer protocol
generations: CAN CC (classic), CAN FD (flexible data rate), and CAN XL (extended data fieldgenerations: CAN CC (classic), CAN FD (flexible data rate), and CAN XL (extended data field
length). There are still improvements and new functions developed, especially for CAN-basedlength). There are still improvements and new functions developed, especially for CAN-based
higher-layer protocols. On the following pages, there are several statements reported, providinghigher-layer protocols. On the following pages, there are several statements reported, providing

near-future CAN technology trends.near-future CAN technology trends.

CAN technology trends in 2026 and beyondCAN technology trends in 2026 and beyond
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1st reason: CAN XL can transfer  
unfragmented Ethernet frames

CAN XL features data fields up to 2048 byte, enabling an 
unfragmented Ethernet frame to be placed in the CAN XL 
data frame. This facilitates the use of TCP/IP (Transmission 
Control Protocol/Internet Protocol) and UDP (User Data 
Protocol) services. Background: CAN CC (classic) was 
designed for fast, predictable, and real-time control. 
This is achieved by using short data frames that ensure  
high-priority frames can get fast access with low latency and 
predictable bandwidth. This is perfect for real-time control,  
but inefficient for service tasks such as ECU (electronic 
control unit) reprogramming or diagnostics. It is necessary 
to use a CAN-mappable transport layer protocol to cut the 
long TCP segment into 8-byte pieces to map them into a 
CAN CC data frame, and at the receiver assemble the data 
back into a TCP segment. This is a relatively long process, 
and if it fails, it is necessary to have a method to recover 
from the fault. Even with CAN FD (flexible data rate), 
protocol overhead can approach 50 percent, meaning half 
of the available bandwidth is consumed by framing rather 
than payload.

3rd reason: CAN SIC XL transceivers are 
intrinsically robust

CAN SIC XL transceivers are robust, meeting most EMC 
(electromagnetic compatibility) requirements. There are  
CAN CC transceivers available for a more extreme 
environment –  ±80 V on the CAN wires. It is only 
in exceptional cases that you need to add external 
components to protect the CAN transceivers. 

In practice, EMC filters are often added to the  
CAN XL driver to compensate for poor wiring-harness  
design, while a good cable layout will save ECU cost and 
increase robustness and vice versa.

2nd reason: CAN SIC XL transceivers are  
an integrated solution

CAN SIC (signal improvement capability) XL transceivers 
are a robust technology that can be connected directly  
to CAN wires without any external components. The 
10BASE-T1S transceivers are designed with complex  
1,8-V logic, that typically require a bus interface network to 
protect the physical layer components. They also require a 
25-MHz clock with ±100-ppm accuracy to run the internal 
logic. This adds cost and PCB (printed-circuit board) area 
and increases the design and validation effort. 

Parameter CAN FD/XL CAN CC T1S driver (1) T1S + EMC (2)

Comment area 9 mm2 9 mm2 16 mm2 16 mm2

Oscillator n.a. n.a. 8 mm2 8 mm2

Bus IF network n.a. n.a. 9 mm2 9 mm2

EMC choke n.a. n.a. n.a. 9 mm2

EMC varistors n.a. n.a. n.a. 12 mm2

Total area 9 mm2 9 mm2 60 mm2 81 mm2

Cost (10 nodes) US-$ 7,3 US-$ 3,3 US-$ 27,5 US-$ 33

(1) Requires at least three capacitors, three resistors, and an oscillator
(2) Includes (1) plus two varistors and a common-mode choke

Table 1: Comparing physical layer space requirements and 
costs (Source: Kvaser)

Reasons to use Reasons to use 
CAN XLCAN XL

As the network wires directly connect to the CAN 
transceiver, circuit complexity between the CAN transceiver 
and the CAN wires is significantly reduced.

Test type CAN FD/CC 
(1)

CAN XL
(2)

T1S driver
(3)

T1S + EMC
(4)

Max. voltage ±65 V ±42 V -27 V to +42 V ±65 V
ESD (human-body 
model) ±45 kV ±10 kV ±8 kV ±45 kV

ESD (IEC air-gap
model) ±30 kV ±15 kV unknown ±30 kV

ESD (IEC contact
model) ±12 kV ±8 kV ±1 kV ±12 kV

Common-mode 
range ±25 V ±25 V ±32 V ±32 V

Cost (10 nodes) US-$ 7,3 US-$ 3,3 US-$ 27,5 US-$ 33
(1) MAX3301E transceiver by Analog Devices
(2) TCAN6062 by Texas Instruments
(3) Requires at least three capacitors and three resistors (36 mm2)
(4) Includes (1) plus two varistors and a common-mode choke

Table 2: Comparing EMC requirements (Source: Kvaser)

(S
ou

rc
e:

 A
do

be
 S

to
ck

)
(S

ou
rc

e:
 A

do
be

 S
to

ck
)

4th reason: CAN SIC XL transceivers are  
cost effective

The CAN transceiver is an efficient power amplifier that 
provides good signal integrity without any complexity. All 
necessary complexity is integrated in the CAN XL controller. 

Kent Lennartsson has explored engineering-driven Kent Lennartsson has explored engineering-driven 
reasons, why CAN XL (extended data-field length) reasons, why CAN XL (extended data-field length) 
is gaining traction across automotive and industrial is gaining traction across automotive and industrial 
applications. He explains these reasons in detail, applications. He explains these reasons in detail, 
giving background information on architectural and giving background information on architectural and 
practical advantages that address real-world design practical advantages that address real-world design 
challenges, from cabling cost and robustness to challenges, from cabling cost and robustness to 
deterministic latency and functional safety.deterministic latency and functional safety.

Kent Lennartsson (Research Manager at Kvaser)

CAN XL is gaining traction 
across automotive and 
industrial applications. 
There are many reasons 
to use CAN XL.
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In contrast, 10BASE-T1S integrates significant real-time  
logic directly into the PHY, resulting in a transceiver 
comparable in complexity to a CAN XL controller.

	◆ CAN XL needs 2 pins, not 14 pins for an xMII interface.
	◆ CAN XL uses robust logic design compatible with  

legacy production facilities.
	◆ CAN SIC XL transceiver does not need a 25-MHz, 

±0,01-% oscillator.
	◆ CAN XL controller operates with a ±1,5-% oscillator 

 tolerance.

CAN transceivers are based on mature, robust technology 
well suited for the electrically harsh conditions found  
in automotive and industrial environments. While  
10BASE-T1S PHYs benefit from high-density semicon-
ductor processes, these processes are inherently more 
expensive. In addition, the wide xMII interface, external 
oscillator, power pins, and EMC components significantly 
increase PCB area, package size, and bill of materials cost. 
Although higher production volumes can reduce unit price, 
a larger pin count and increased system complexity will 
always carry a cost penalty. 

5th reason: CAN XL supports low-cost  
cable layouts

With CAN XL, it is possible to match cable cost to the required 
performance. CAN XL supports bit rates from 50 kbit/s up to 
20 Mbit/s, allowing the bit rate to be selected according to the 
cable layout. For example, CAN XL communication at 125 
kbit/s will work reliably in a star topology with stub length of 
several meter. CAN XL can operate at up to 20 Mbit/s when  
the bus layout is designed to support higher bit rates.

In contrast, 10BASE-T1S or 100BASE-T1L operate at 
fixed bit rates of 10 Mbit/s resp. 100 Mbit/s and require a 
cable layout that can support such high bit rates. This cost is 
incurred even when bandwidth utilization is very low.

Higher bit rates also demand better control of impedance 
variations along the bus. Most twisted wires in a cable have 
continuous impedance by design.
The main sources for impedance variations are:

	◆ Star points, multiple drop lines close together
	◆ Relatively long drop lines
	◆ Connectors
	◆ EMC filters
	◆ Poor termination

To optimize cost, it is necessary to optimize the ECU 
design and bit rate according to the cable design.

Component Type Price
[US-$] Interface Package Space

[mm2]

LAN8671 (1) 10BASE-T1S 2,6 xMII, 14 pin VQFN-24 16

TJA1462 (2) CAN FD 0,73 TX/RX, 2 pin HVSON-8 9

NCV7357 (3) CAN CC 0,33 TX/RX, 2 pin DFNW-8 9

Oscillator n.a. 0,1 4 pin n.a. 8

Choke n.a. 0,8 4 pin n.a. 9

(1) Microchip
(2) NXP
(3) Onsemi

Table 3: Comparison of physical layer component features 
(Source: Kvaser)

How the cable affects the signal: When the transmitter 
changes its output voltage, it also changes the current flowing 
into the twisted pair. The resistance of the cable is very low, 
so one might expect a high current. If you have a twisted pair 
that is 3 m long with AWG24 wires, there is a resistance of 85 
mΩ/m. The total resistance in one wire over 3 m is 250 mΩ. 
If you make a shortcut at the other end, the total resistance 
will be 0,5 Ω. A 1-VDC step would therefore suggest a current 
of 2 A. This is only true for DC; with fast voltage transitions, 
the cable behaves as a transmission line with a characteristic 
impedance of about 100 Ω, which limits the initial current. 
The voltage step propagates along the cable and is reflected 
at impedance discontinuities, inverting at a short circuit and 
doubling at an open end. To avoid repeated reflections, the 
transmitter's output impedance is matched to the cable, 
causing most signal energy to be dissipated in the driver 
rather than the cable. As a result, a stable communication 
link requires point-to-point connections with matched 
impedances at both transmitter and receiver. 

6th reason: CAN XL supports flexible  
drop line lengths

Communication is all about transporting energy over a 
cable. To switch your light bulb on and off is straightforward, 
but switching a communication signal one billion times per 
second is challenging for both the switch and the cable. 
At 1 Gbit/s, each bit is 1 ns long and covers about 20 cm  
of cable. For a 10-m cable, the sender will transmit 50 bits  
before the first bit reaches the receiver. If the communication 
link has impedance variations, the energy will be reflected 
into neighboring bits, a phenomenon known as Inter Symbol  
Interference (ISI). CAN uses arbitration, which requires a 
bit-length to be at least four times the signal propagation 
delay of the cable. With such long bits relative to the length 
of the communication wire, ISI becomes negligible because 
all energy from previous bits has dissipated before the 
sample point is reached. For this reason, CAN CC was 
inherently protected against ISI. With CAN FD and CAN XL,  
higher data-phase bit rates are used after arbitration. In these  
cases, the bit length will be close to the delay or even shorter 
than the propagation delay of the cable. As a result, the bus 
layout must be designed to cope with shorter bit durations.

As described earlier, signal degradation is caused by 
reflections due to impedance variations. If the physical length 
of an impedance discontinuity is less than one-tenth of the 
signal wavelength, its influence on signal quality is minimal.

Figure 1: Maximal drop-length in relation to the bit rate 
(Source: Kvaser)
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Figure 1 represents a conservative, safe total drop- 
line length, and you can read:

	◆ At 125 kbit/s, drop lines of up to 80 m are  
acceptable.

	◆ At 1000 kbit/s, it is possible to have a 10-m drop 
 line.

	◆ Doubling the bit rate requires the allowable drop line 
length to be halved.

	◆ The drop lines can be longer if they are of equal length 
and evenly distributed along the main bus line.

	◆ Shorter limits apply if drop lines are concentrated in a 
star configuration.

Following these guidelines will ensure you remain on 
the safe side and you will have a very nice eye-diagram. It is 
possible to violate these limits, but each violation will make 
the eye smaller and increases the risk of bit errors. With the 
introduction of CAN FD and CAN XL with a bit rate above 
1 Mbit/s, drop line design has suddenly become a critical 
concern. At 20 Mbit/s, the drop line should be less than 0,5 m.  
For 10 nodes, that would be a 5-cm drop line each. It can 
be longer, if the nodes are evenly spread, or by analyzing 
and testing the effect of the cable layout. The 10BASE-
T1S communication is due to the 8b/10b coding, which 
is actually 12,5 Mbit/s, but the analog signal is optimized 
for this specific frequency. This makes it possible to have 
longer drop lines compared to CAN XL at 12,5 Mbit/s. It 
could be possible to make a CAN transceiver optimized to 
one single bit rate, but that will prevent such component 
from being used at any other bit rate. 

7th reason: CAN XL provides inherent real-
time control

Arbitration is a simple, built-in, and efficient mechanism to 
secure predictable real-time behavior:

	◆ The highest priority data frame has guaranteed latency.
	◆ By limiting repetition interval on each priority level, all 

priorities can have guaranteed latency.
	◆ Work the same from 2 nodes to 200 nodes.
	◆ Additional nodes with lower priority can be added or 

removed without modification of existing nodes.
Achieving the same predictability with Ethernet requires 

TSN (Time Sensitive Networking), which is a logic that 
ensures that Ethernet frames are sent in a controlled order 
without collision, guaranteeing delivery within a certain 
latency.

However, TSN (Ethernet) switches with six ports are 
complex and costly. One TSN switch is equivalent to more than 
20 CAN XL controllers and typically relies on a microcontroller 
with a 500-kbyte code. This cost is acceptable for the central 
computer, with or without AI, to help a driver control the car. 
For distributed I/O-modules, a less sophisticated solution is a 
multi-drop PLCA (Physical Layer Collision Avoidance).

As indicated, 10BASE-T1S is similar to CAN: multiple 
nodes share a single communication medium. This has clear 
advantages for synchronized broadcasting communication, 
as every receiver has the exact same information at the same 
time. The challenge is that there must be a set of rules to 
ensure that package transfer is not delayed by collision.

ASIL D
ISO  26262

https://www.cast-inc.com/interfaces/automotive-bus-controllers
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When using a common media, there are two approaches:
1.	 Orthogonal channels (frequency, code, or physical  

	 separation).
	 a. Easy to use, but expensive.
2.	 Common channel with base band signaling, and  

	 time-division between different users. The division  
	 of time can be done in several ways.

	 a. Fixed timeslots for different users;
	 b. Token passing.

(Both a and b demand some kind of organizer that controls 
all members of the media.)

Another approach is to use CSMA (Carrier Sense 
Multiple Access), of which there are two variants: 

	◆ CSMA/CA (Collision Avoidance) – Used in classic 
Ethernet, nodes wait a random time after collisions. This 
works well at low utilization but becomes unpredictable 
at high load due to increasing collision rates. This is the 
fallback solution if the PLCA scheduling breaks down.

	◆ CSMA/CR (Collision Resolution) – Used in CAN, 
arbitration occurs bit by bit. Nodes with lower priority 
drop out, allowing the highest priority message to 
continue without data loss. The only requirement is a 
careful CAN-ID assignment, which is comparable in 
complexity to assigning IP addresses.

Modern Ethernet (>10 Mbit/s) typically uses point- 
to-point full duplex links, eliminating collisions on the  
physical link. However, this effectively moves collisions to 
the switch. When Ethernet frames arrive simultaneously and 
must exit through the same port, a resource conflict occurs, 
whereby one frame must be sent before the other frame. In 
a standard office switch, this is solved with a simple FIFO, 
where the first frame that arrived gets through first. In a real-
time system, it is necessary to control the latency for all 
critical information. This makes it necessary to add some 
rules that prevent low priority information from delaying 
important information. This is solved by placing a TSN 
logic and configuring this logic so that high priority Ethernet 
frame reaches the destination member with lowest possible 
latency.

If you fail to assign CAN-IDs to get a working real-
time control system, you will find that configuring TSN is not 
simpler.

TSN is relatively expensive and needs complex 
configuration tools. To remove TSN complexity and 
cost, real-time logic can be included in the 10BASE-T1S 
transceiver. Node-ID “0” acts as the coordinator and sends 
a beacon. After this beacon, each node has an opportunity 
to send Ethernet frames, as determined by the node-ID 
order. If a node has nothing to send, it passes its opportunity 
to the next node.

To make the system work, it is necessary to set up 
the PLCA in every installed node. Optimal performance is 
achieved when all nodes from node-ID 0 to N are present, 
forming a continuous round-robin sequence. Missing nodes 
are tolerated, but a full sequence is preferred.

Following configurations must be done in each 
10BASE-T1S transceiver to have a working PLCA:

	◆ Set the unique PLCA local ID (ID = 0 will send beacon).
	◆ Set the PLCA node count, maximum number of nodes.
	◆ Set the PLCA transmit opportunity timer register. All 

units must have the same value.

8th reason: CAN XL supports adding or  
removing modules without real-time  
interference

Once the real-time system has been tested and all latency 
requirements have been met, new CAN data frames can 
be added, if the priority level (CAN-ID) is lower than the  
CAN-ID of any CAN-data frame with strict latency 
constraints. It is possible to design the system for future 
high-priority CAN data frame, but this requires those data 
frames to be simulated during all tests to ensure that  
high-priority traffic continues to function correctly under 
the additional high-prior CAN traffic.

	◆ Set the PLCA maximum burst; this sets the maximum 
number of frames to be sent.

	◆ Set the PLCA burst timer, limiting the time for the burst.
There are several other registers to control the  

device, status information, handling events, and to get 
diagnostic information. If node-ID = 0 is lost, the beacon 
will be lost, and the communication will fall back to classic 
CSMA/CA.

9th reason: CAN XL provides inherent  
consistency and time-synchronized  
data distribution

Every CAN data frame is broadcasted to all nodes connected  
to the common CAN bus. A valid CAN data frame  
will ensure that all installed nodes receive the same 
information at the same instance in time, thus providing  
natural time alignment across nodes. Ethernet demands  
time stamping and acknowledgement to achieve this. This  
time stamping induces a cost in terms of latency  
and overhead (additional data in the package) and to  
achieve acknowledgment, it requires a second frame in  
return, which also takes bandwidth and time to return this  
information to the data producer.

CAN provides a simple solution for free that is good 
for most control systems. The same function can be 
achieved with 10BASE-T1S by using broadcast, ensuring 
that all connected units receive the same Ethernet frame 
at the same time. If a switch exists between the sender 
and receivers, synchronization becomes more complex as 
it is necessary to configure TSN to ensure that sending to 
all receivers starts in the same instance in time. A simpler 
solution would be to synchronize the data utilization to a 
certain time event when you know that all receivers have 
received the information. This requires that the system 
has a global common time, which is useful in many other 
cases, for example, to compensate for latency in the 
control algorithms.

10th reason: CAN XL enables fast and secure 
functional safety

CAN has been designed to deliver real-time performance 
and high reliability with minimal logic. The effort required 
to analyze and to verify communication logic grows 
at least linearly with protocol complexity. As shown in 
Table 4, only very simple interfaces such as SPI (Serial  
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Interface type LUT (a) BRAM (b) RAM (c)

UART 600 1 100

LIN 800 1 100

CAN CC 1800 1 100

CAN FD 2300 1 300

CAN XL 3500 8 8000

CAN CC safe 7000 1 100

CAN FD safe 8300 1,5 500

CAN XL safe 12000 13 12000

PLCA (1) 1200 n.a. 100

Ethernet MAC 6000 9 9000

CANsec (2) 9000 n.a. n.a.

MACsec (3) 18000 n.a. n.a.

TSN 1 simple 2000 12 12000

TSN switch (4) 40000 355 355000

(1) plus Ethernet MAC
(2) designed for CAN
(3) can be used also for CAN
(4) plus microcontroller
(a) look-up table
(b) block RAM
(c) random access memory [byte]

Table 4: Comparison of communication node 
implementations (Source: Kvaser)

11th reason: CAN XL provides inherent  
detection of alien attacks

There are several CAN protocol features allowing to detect 
security issues:

	◆ Every CAN data frame has a priority level (CAN-ID) that 
is owned by a single node in the system.

	◆ All CAN data frames are sent by broadcast on the 
network.

	◆ The owner of a CAN-ID will detect, if this CAN-ID is 
misused by an alien node or alien software in some other 
legal node. This detection can be reported and used to 
prevent the effect of this misuse of communication.

	◆ In real-time systems, CAN data frames are sent at a 
certain time interval.

	 A receiver can easily detect if the time interval is  
	 too short or too long.

	 This is always a functional problem, even if this is  
	 caused by some internal problem. An attack on  
	 signals is a signal quality problem, independent of  
	 the source (internal or from an alien).

	◆ All advertised automotive hacks worked because the 
system ignores this inherent protection in the CAN 
protocol as described above.                                           t

Peripheral Interface), I²C (Inter Integrated Circuit), UART 
(Universal Asynchronous Receiver/Transmitter), and LIN  
(Local Interconnect Network) require less logic than CAN.

For UART and LIN, this reduced hardware complexity 
comes at the cost of real-time software involvement: 
protocol timing, arbitration, and error handling must be 
managed in software.

https://www.peak-system.com/
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Functional safety is usually required in mobile machinery.  
TWK (Germany) has a long history in developing 

functional safe sensors, measuring rotations, length, speed, 
or inclinations, etc. The following statement by product 
manager, Achim Albertini, explains the difference between 
“safety” and “true safety”.

“You might wonder whether there is any difference at all. 
There is! In the functional safety sensor technology industry, 
sensors are often labeled “Safety.” These are sensors that 
convert mechanical measurements into electrical data. 
However, this does not necessarily reflect our understanding 
of safety. Our safety sensors meet very high requirements 
and standards, so we can rightly speak of ‘true safety’.

Therefore, it is advisable to take a close look at the safety 
sensors to ensure that we are using the right ones. First, let us 
consider the important standards that are the primary focus 
of this statement. The first is the IEC 61508 standard, which 
covers the functional safety of electronic systems with SIL 
(safety integrity level) classification. The second is the ISO 
13849 standard, which covers the safety of machinery and 
safety-related parts of control systems with PL (performance 
level) classification. The higher the classification, the greater 
the reliability and the lower the probability of a fault not being 
detected by the component that could cause a hazard. Many 
of our sensors feature a SIL 2 and a PL d classification. Some 
even have SIL 3 or PL e. It is important that this safety level is 
confirmed by an official body. That is why we have our safety 
sensors thoroughly tested and certified by TÜV according 
to one or both of these standards, as required. Sometimes 
other standards are added, such as ISO 26262 with ASIL 
(automotive safety integrity level) D, in case of automotive 
applications.

In order to achieve these safety levels, many design 
requirements must be implemented. It is also important not 
only to just meet the classification level (e.g., SIL 2), but to 
have a good buffer, as the sensor is usually a device in a 
transmission chain, and the entire chain must meet a certain 
level.

What measures do we take to achieve this goal?

Firstly, the mechanical movement must be detected reliably 
and without slipping. This requires a form-fitting connection 
between the sensor and the moving application. Our rotary 
encoders offer a wide variety of shaft types to facilitate 
this, including solid shafts with a fitting or disc spring and 
hollow shafts with a groove. This prevents any twisting 
going unnoticed. However, for this reason, each sensor 
must also be firmly connected to the application by the 
customer.

Let's take a look inside: Our sensor technology 
is always designed to be redundant. The signals from 
the dual sensors are then compared in the control  
unit, which contains all the necessary firmware and 
software for signal processing and output (plausibility 
check). Only if the deviation is below a threshold value, is 
the signal - e.g., the shaft position of sensor 1 of a rotary 
encoder - output as a reliable value via the interface, for 
example a CANopen interface. The firmware in the control 
unit is designed so that all internal processes – reading 
data, calculating, transmitting and storing intermediate 

Safety or true safetySafety or true safety
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values, etc. – are secured with CRC checksums. Additional 
testing and control processes, known as double checks, 
enable functionally safe operation. For instance, the 
limit value relays in the SIL-2 cam switches and vibration 
sensors are continuously checked to ensure they are in the  
correct switching state. SIL 3 goes even further: the  
signal-processing controllers are designed with 
redundancy.

More questions

Are all supply voltages within the target range? Are the 
RAM and ROM memory areas working correctly? Are the 
output drivers online?

The next step is to transfer the resulting data, i.e., 
angle and speed data or acceleration and inclination data. 
This transfer is performed twice in CANopen Safety: via 
normal and inverted bit patterns immediately one after 
the other. Parameterization data for the sensor is always 
secured with a checksum. This type of transmission 
ensures that the safe measured value determined by the 
sensor also arrives safely in the host controller. ‘Safe’ 
means that the probability of an undetected error is very 
low, as approved according to the SIL/PL classification. 
This means that the risk posed by the system or machine 
is very small, but cannot be eliminated entirely.

However, it is not only the finished sensor that is 
subject to strict rules in order to meet safety criteria, but 
the entire development process as well. Before and during 

Achim Albertini (Product  
Manager at TWK)

Our safety sensors meet very high requirements 
and standards, so we can rightly speak of ‘true 
safety’.

the development of a new safety product, all requirements 
that must be met are determined. To ensure functionality, 
all associated test procedures - the test cases - are also 
formulated. This can involve several thousand individual 
processes in order to capture all characteristics. Only this 
meticulous approach leads to a safe result.

The aim of all measures is therefore always to prevent 
malfunctions and, if a malfunction does occur, to detect it 
as quickly as possible. If incorrect behavior is detected, 
the sensor immediately switches to a fail-safe state. This 
means that an error is sent to the control system (status 
bit) and the sensor stops transmitting data. All safety 
relays (if present) open. The safety controller responds by 
transferring the system or parts of it to a safe state in order 
to prevent damage.

As an established family business, we began designing 
safe sensors a long time ago, and our experience and  
know-how in this area has rightly earned us a strong market 
position. That is why we continue to do what we do best: 
developing and producing functionally safe sensors – true 
safety.”                                                                                     t
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As agricultural machinery progresses toward higher 
levels of automation, the development tool chains 

supporting these machines must evolve accordingly. 
Applications such as variable rate spraying, autonomous 
weeding, and precision harvesting depend heavily 
on vision sensors, such as cameras, and on Isobus 
protocols (ISO 11783) for communication with tractors and 
implements. Integrating high bandwidth camera inputs, 
machine control logic, and the structured communication 
flows defined by Isobus specifications remains a 
challenging task for engineering teams.

This article explores an approach to managing this 
complexity using Dspace tools – a GUI-based development 
framework in combination with an Isobus stack and 
simulation software – to support the development of 
advanced agricultural applications such as smart or spot 
spraying. 

Challenges in multi‑sensor off‑highway 
systems

A precision spraying application can be considered a 
robotic system. Cameras generate continuous image 
streams, weed detection algorithms must run at low 
latency, and nozzle control must respond to changes in 
ground speed and implement motion. These perception 
pipelines must be time-synchronized with tractor-
implement communication based on the Isobus standard. 
Engineers face some challenges:
1.	Handling the high-bandwidth streams and timing  
	 constraints of vision  pipelines.
2.	Ensuring compatibility with Isobus conventions,  
	 including section control, prescription map handling,  
	 and implement reporting. 

Integrating the CAN-based Isobus (ISO 11783) communication into modern 
agriculture applications is a challenging task for engineering teams. Dspace 

(Germany) offers a development framework to address these challenges.

Accelerating multi‑sensor application development Accelerating multi‑sensor application development 
for Isobus‑based agriculture machineryfor Isobus‑based agriculture machinery

The result is a system where raw sensor data, 
algorithmic processing, and Isobus control logic must 
behave deterministically, while remaining flexible enough 
to be adapted as algorithms evolve.

Building a spot sprayer

To illustrate these integration challenges, consider  
an intelligent spot sprayer prototype. The system pro-
cesses multi-camera feeds, detects crop or weed  
clusters, transforms detections into implement coordinates, 
and activates spray sections only where needed. 
At the same time, the implement acts as an Isobus  
client, providing the Task Controller with status infor-
mation, volume application information, and work state 
feedback.

A key requirement in such setups is the coherent 
timing. Weed detections must correspond to the 
implement’s actual position, even when the tractor’s speed 
varies. The spraying decisions depend on relating image 
time stamps, tractor speed signals, and spatial offsets 
along the boom. 

Before taking an implement to the field, engineers 
increasingly rely on simulation to validate interactions 
between perception and Isobus. A multi-layer simulation 
setup could include:

	◆ A digital environment providing tractor motion and 
terrain conditions,

	◆ 3D sensor simulation generating the camera feeds that 
drive perception, and

	◆ Isobus simulation.
Dspace offers tools that help engineers accelerate 

development and validation. To demonstrate these 
capabilities, a concept demo was developed. 
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Spot sprayer demo overview

The demo integrates a simulated tractor connected  
to a spot spraying implement. It includes two simulated 
cameras, a machine-learning-based weed detection 
algorithm, a nozzle activation controller (six sections), 
as well as Isobus Task Controller (TC) and Tractor  
ECU (TECU) clients (using OSB ISOsimulate). Isobus 
provides structured communication between tractor  
ECUs and implements.

The simulation is generated using the Dspace 
simulation tools ASM and Aurelion. Application 
development and execution is run on the Isobus  
RTMaps (real-time multisensor applications) middle- 
ware.

The processing involves sensor simulation from  
ASM and Aurelion. The simulated raw image data is  
further processed on the RTMaps middleware. A deep 
learning-based weed detection algorithm running in 
RTMaps detects weeds in images and sends signals to 
the nozzle activation algorithm. The nozzle activation 
algorithm also receives signals from the Task Controller 
client, such as prescription maps and spraying methods, as 
well as tractor speed and GNSS (global navigation satellite 
system) data from the TECU client. Based on all inputs, 
it generates time-synchronized nozzle control commands 
and sends them back to the simulation to activate  
spraying.

Figure 1: Demo application architecture (Source: Dspace, 
Adobe Stock)

Figure 2: Graphical overview of application logic in RTMaps 
(Source: Dspace)

https://esd.eu/en/products/can-interfaces?mtm_campaign=anzeigen&mtm_kwd=can_newsletter_0226_can_fd_interfaces


14 CAN Newsletter 2/2026

A clearer path to production

By combining ready-to-use standard components for data 
acquisition and image processing with robust Isobus, 
camera, and tractor simulation, developers can validate 
their smart systems long before they hit the physical field. 
After algorithms have been validated in simulation and 
refined using recorded data, the final step is deployment 
to the actual implement controller. The RTMaps runtime 

allows dataflow diagrams to run 
on embedded hardware without 
rewriting the application logic. This 
helps teams maintain consistency 
between development, testing, 
and production environments – an 
important factor for complex, safety-
critical systems.

Conclusion

As agricultural implements continue  
to integrate sensor driven automation 
with Isobus-based machine commu-
nication, middleware layers such 
as RTMaps offer an increasingly 
relevant architectural approach.

By managing sensor synchro-
nization, execution timing, and 
communication routing, such plat-
forms help engineers concentrate 
on algorithm development and 

system behavior rather than low-level plumbing. Whether 
developing smart sprayers, autonomous guidance 
systems, or variable-rate implements, this middleware-
centric development workflow can provide a more stable 
and scalable foundation for next-generation agricultural 
automation.                                                                         t

Visualization tools such as 3D scene viewers 
and telemetry dashboards complement this workflow. 
They help developers confirm that detections match the 
implement’s physical geometry, that section command 
timing is correct, and that the Isobus TC receives accurate 
reporting information.

Bridging simulation, sensors, and 
communication

The core challenge in a system, such as the intelligent spot 
sprayer, is managing the sheer volume of high-bandwidth 
data (such as camera feeds) alongside deterministic 
control signals (such as CAN/Isobus). This is where 
dedicated middleware becomes critical. 

In our architecture, we use the Real-Time  
Multi-sensor applications (RTMaps) middleware to handle 
this complexity. Rather than getting bogged down in low-
level coding for sensor synchronization, engineers can 
utilize a dataflow diagram consisting of components, 
ports, and data connections. RTMaps also supports 
Isobus functionalities, allowing engineers to visually 
route parameters such as the setpoint volume per area 
application, actual section control states, and prescription 
control states.

The model-based design of RTMaps offers following 
benefits for application development and testing:

	◆ Parallel execution: Components run in parallel and are 
triggered by events, ensuring high performance.

	◆ Built-in synchronization: The system relies on built-
in time synchronization mechanisms based on data 
packet time stamps, which are crucial when fusing 
camera data with vehicle speed and CAN telemetry.

	◆ Complete lifecycle support: The platform supports the 
entire engineering workflow, allowing teams to record, 
replay, synchronize, integrate, debug, compute, and 
deploy. 

	◆ Collaborate workflow: Components and diagrams 
can be exchanged between colleagues and partners 
instead of ambiguous specs or code snippets.

Figure 3: Visualization of weed detection and spray nozzles (Source: Dspace)

Authors

Peter Ngure
Dspace
pngure@dspace.de
www.dspace.com

Gautam Dobariya
Dspace
gdobariya@dspace.de
www.dspace.com

M
ob

ile
 m

ac
hi

ne
s

mailto:pngure@dspace.de
mailto:gdobariya@dspace.de
https://www.dspace.com
https://www.dspace.com


15CAN Newsletter 2/2026

The two companies have signed an agreement that 
Wuerth Elektronik ICS acquires 100 % of the MRS 

Holding shares. The acquisition includes the headquarters 
in Rottweil (Germany) and the company’s sites in Croatia, 
Poland, and Turkey. Nevertheless, MRS Electronic remains 
an independent company. Completion of the acquisition 
is still subject to approval by the relevant competition 
authorities. MRS Electronic has more than 25 years  
of experience in development and production of control, 
communication, and connected solutions for electronic 
vehicle systems. The company offers electronics  
and software solutions, including host controllers,  
relays, gateways, and HMI (human machine interface) 
displays.

A close supplier and development partnership has 
existed between the two companies for over 15 years. Host 
controllers from MRS Electronic are used, among other  

CiA member MRS Electronic (Germany) develops and manufactures CANopen-con-
nectable devices for mobile machines and commercial vehicles. The 250-employees 
company is now part of Wuerth Elektronik ICS (Germany), also offering products 
for commercial road and off-road vehicles (e.g., components for signal and power 
distribution).

Wuerth Elektronik ICS acquires MRS Electronic

things, as devices in ICS central electrical units and power 
boxes. They enable the control of electrical consumers and 
ensure their seamless integration into CAN-based on-board 
network architectures of commercial vehicles and mobile 
machines. With the acquisition of Wuerth Elektronik ICS is 
expanding its existing portfolio with products, technologies, 
and development expertise in the fields of control, 
communication, and connectivity. The provided devices 
support CANopen CC (CiA 301/EN 50325-4), Isobus (ISO 
11783 series), and J1939 connectivity. Some of them feature 
functional safety.

“With the acquisition of MRS Electronic, we have reached 
the next strategic milestone and will be able to provide 
our customers with even more comprehensive support 
in the realization of complex projects in the future”, said  
Karl-Heinz Groß, CEO of Wuerth Elektronik ICS. And  
Jean-Baptiste Delcroix, also CEO of Wuerth Elektronik 
ICS, added: “Commercial vehicles and mobile machines 
increasingly require electronic solutions for complex, 
connected and software-driven functions. With the expertise 
of our colleagues at MRS Electronic, we are perfectly 
positioned in this area.”

MRS Electronic benefits from the international 
positioning, market presence, and broad customer access of 
Wuerth Elektronik ICS. “We have enjoyed a close partnership 
based on trust for many years. The merger opens up a 
number of new opportunities for us. As part of a strong 
corporate group, we will be able to develop our technologies 
in an even more targeted way in future and position ourselves 
more broadly on the international market”, explained Günther 
Doergeloh, founder and CEO of MRS Electronic.                  t

hz

CAN-connectable devices supporting CANopen CC, 
Isobus, and J1939 higher-layer protocols (Source: MRS 
Electronic)

	◆ Isobus: TMRS Elektronik offers AEF-certified 
control units with an Isobus interface and local I/O 
ports. Other Isobus-compatible products include 
a LIN gateway, a 10-A motor controller, and a host 
controller with two CAN interfaces.

	◆ Hydraulic control: Poettinger, an Austrian company 
specialized in grassland, soil cultivation, and 
seeding technology, uses CANopen-connectable 
devices by MRS Elektronik for hydraulic control in 
loader wagons, mowers, and round balers.

	◆ Graphical programming tool: MRS Elektronik has 
launched the Applics Flasher as part of the Applics 
Studio development environment. Once a program 
has been developed, it enables a securely transfer 
to the company’s control units. It can be integrated 
in service tools of customers.

	◆ HMI devices: The displays by MRS Elektronik 
feature CAN interfaces supporting higher-layer 
protocols such as CANopen, J1939, and Isobus. 
The modular design allows application-specific 
adaptations for mobile machinery.

	◆ Motion controller: The 5-A motor controller by 
MRS Elektronik measures 30 mm x 30 mm x  
40 mm. It comes in an IP53- or IP6K8-rated  
enclosure, provides a CAN FD interface, and 
features two additional configurable input ports.

Brief news
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The precise determination of tilt and position angles 
in mobile machinery requires close cooperation 

between the measurement system and the communication 
architecture. In dynamic applications, it is not enough 
simply to capture accurate sensor data – what is crucial 
is its reliable and time-critical integration into the machine 
control system.

In this context, CANopen has established itself as the 
industrial standard solution. Combination of modern IMU 
sensor technology and CANopen communication makes it 
possible to calculate complex motion data precisely and to 
integrate it deterministically into control systems.

Six-DOF IMU sensor technology

The basis for the attitude determination lies in the 
combination of acceleration and angular rate sensors 
within a six-DOF inertial measurement unit. Whilst 
acceleration sensors always measure the sum of gravity 
and motion acceleration, gyroscopes provide information 
on the angular velocity of a body.

Kübler (Germany) provides dynamic inclinometers based on the six-DOF Kübler (Germany) provides dynamic inclinometers based on the six-DOF 
(degrees of freedom) IMU (inertial measurement unit) technology. Integration (degrees of freedom) IMU (inertial measurement unit) technology. Integration 
of sensor data into the existing machine architecture is fulfilled via CANopen.of sensor data into the existing machine architecture is fulfilled via CANopen.

IMU-based inclinometers IMU-based inclinometers 
for mobile machinesfor mobile machines

These two measurement principles are physically 
complementary, but each has its own weaknesses. 
Acceleration is susceptible to interference during dynamic 
operation, whilst the integration of angular velocity leads 
to a drift over the long term. It is only possible through 
their combination that the basis for a stable attitude 
determination is established.

Sensor fusion and orientation calculation

The actual stabilization of the measured values is achieved 
via sensor fusion algorithms that link both signal sources 
together. The short-term dynamics of the gyroscopes are 
utilized to accurately map rapid movements, whilst gravity 
serves as a long-term reference for correcting systematic 
errors.

The result of this continuous processing is stable 
orientation data, which can be represented in the form 
of Euler angles (intuitively interpretable) or alternatively 
as a quaternion (numerically stable without singularities). 
These values form the basis for all downstream control and 
regulation tasks.

CANopen communication

The integration of sensor data into industrial systems 
is carried out via CANopen, which has become well-
established in the field of mobile machinery and embedded 
controllers. The key strength of this CAN-based higher-
layer protocol lies in its clear structuring into real-time data, 
configuration data, and network control.

Time-critical measured values such as inclination 
angle are transmitted cyclically via process data objects 
(PDOs). This direct, time-predictable and priority-based 
communication enables stable integration into control 
loops where delays or jitter are not tolerable.

In parallel, CANopen enables flexible parameterization 
of the sensor via SDOs (service data objects). Properties 
such as filter behavior, damping, or internal calculation 
modes can be adjusted during operation without 

Figure 1: Data acquisition from three accelerometers and 
three gyroscopes – one for each of the X, Y, and Z axes (six 
degrees of freedom) (Source: Kübler)
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compromising time-critical data transmission. This concept 
is complemented by network management (NMT), which 
ensures the defined operating state of the sensor within 
the network.

System integration and architecture

The key advantage of IMU-based sensor systems lies in 
their flexible architecture. Depending on the application, 
the sensor can either provide calculated inclination values 
exclusively or additionally output complete raw data from 
acceleration and rate-of-rotation sensors.

In both cases, the CANopen interface remains 
identical, which significantly simplifies integration into 
existing control systems. The actual complexity of the 
sensor fusion remains entirely encapsulated within the 
sensor itself, whilst communication is clearly standardized.

Performance in dynamic applications

In real-world scenarios, sensors are frequently exposed 
to strong vibrations, accelerations, and rapid changes of 
direction. Exactly under these conditions the advantages 
of the combined IMU and the CANopen architecture 
become apparent.

The internal sensor fusion ensures a largely stable 
position calculation, whilst CANopen ensures that this 
information reaches the control system without any 
significant delay. This maintains the control performance 
even under dynamic loads.

Conclusion

The device is used in mobile machinery, construction 
machinery, agricultural machinery, and in autonomous 
vehicle platforms. In these sectors, both robust 
measurement data and reliable real-time communication 
are crucial for the functionality of the overall systems. 
CANopen plays a key role in integrating sensor data 
into existing machine architecture without the need for 
proprietary interfaces or complex additional solutions.     t
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CAN-based control platform for  
excavators

The PC220LCi-12 excavator by Komatsu (Japan) is the 
first using the IMC 3.0 control platform. It uses embedded 

CAN networks and can increase the fuel efficiency by 20 
percent. The platform currently does not utilize AI (artificial 
intelligence) for the programming. Work-equipment sensor 
data and GPS (general positioning system) data can be 
collected remotely, aiding in advanced troubleshooting.

The launched excavator features 3D (three-dimen-
sional) boundary control (3DBC), which allows operators to 
set a work-restriction surface for height, depth, front, back, 
and side boundaries. The mobile machine is designed 
to stop automatically, when it approaches a restricted 
zone. 3DBC is a first-of-its-kind technology, allowing the 
operator to set digital planar boundaries as warning zones. 
2D systems require the operator to reset these boundaries 
after every movement. The 3D approach considers 
dimensions of the entire machine, from work equipment to 
counterweight, and travel, too. It also can compensate for 
changes in machine elevation to relate back to restrictions 
set for power lines, for example, or depth of existing known 
utilities that are underground.

Compatible with CAN-connected tilt sensors, the 
platform introduces auto-swing control to help optimize 
loading and trenching operations. This function is based 
on three teaching inputs from the operator: a dig point, 

an unloading point, and an avoidance height. With a  
two-button combination, the machine follows the pre-set 
path without any inputs on the joysticks by the operator. 
The same combination returns the work equipment and 
bucket to the original point set.

Future updates of the excavator control platform will 
provide travel-along-line (TAL) and swing-to-line (STL) 
functions, reported the SAE Magazine. The TAL function 
automates alignment for travel as the STL function does for 
work equipment. Once a polyline representing a trench is 
selected, the excavator automatically aligns itself along the 
centerline while the operator maintains control of forward 
and backward travel along line. The STL function enables 
operators to select a polyline representing a trench. The 
machine automatically swings the upper body and work 
equipment from the trench center to the dump point and 
back to trench center in one cycle with a two-button press.

The platform includes real-time payload weighing 
function, indicating underload or overload versus the set 
payload target. It also features the possibility to record 
overall load-out and truck identification. The introduced 
excavator can be regarded as a software-defined vehicle 
(SDV), meaning the platform’s hardware is configurable 
by means of software. This includes the possibility to 
configure joysticks by individual operators. Through the 
operator ID (identification) function, all of these settings 
are able to be saved specific to each individual for each 
start-up. Up to 50 configuration profiles can be stored.     hz

TEST BENCH
PRODUCTION
REWORK
END-OF-LINE
SERVICE

Digital I/O
Analog inputs

PWM

St
and alone operation – PC independent

Digital I/O
Analog inputs

St
and alone operation p ndent

ISO 9001 certified – Made in Germ
any

WINDOWS/LINUX
• C/C++
• .NET
• LabVIEW
• Python
SPS/PLC

RESTBUS SIMULATION
DIAGNOSE
PROGRAMMING
TRACEABILITY

up
to

6
channels

up
to

6
channels

LIN

USB
Ethernet

DTL, ISO-TP

up to
4

channels

Lipowsky Industrie-Elektronik GmbH | +49 6151 935910 | www.lipowsky.de
Local distribution partners in: China | France | Japan | Mexico | South Korea | Taiwan | UK | USA

Baby-LIN-RM-III

Baby-LIN-3-MB

Baby-LIN-3-Single
Baby-LIN-3-Dual

LIN & CAN Bus Tools 
for test and production

Baby-LIN-3-RC
Baby-LIN-3-RCplus

UDS

J1939, K-Line

Digital I/O
RS-232

up to 2 channels

up to 2 channelsCAN

up to 2 channels

p to 2 channels

CAN FD

u

up to
4

channels

u

PWM

https://lipowsky.com


20 CAN Newsletter 2/2026

Especially in mobile applications, system designers face 
the requirement that data has to be shared between 

multiple CAN networks – typically the networks for power 
train and the body application. The SAE J1939 protocol is 
the standard for the power train ECUs (electronic control 
units) in a vehicle, e.g., motor control or transmission. For 
trailer add-ons or special I/O requirements, CANopen 
modules are the first choice because of their broad 
functional range and availability (COTS: commercial off-the 
shelf). This article provides an overview of used standards 
and specifications and explains how to interconnect  
the networks using CANopen and J1939 higher-layer 
protocols.

Application-specific solutions

For certain mobile applications, specific standards already 
exist that facilitate the system integrator’s work.

The DIN 14700:2025-03 covers the integration for 
devices on fire-fighting trucks. The standard was originally 
developed by Rosenbauer, Magirus & Ziegler and 
presented as FireCAN in 2010. Over the past years, the 
original FireCAN standard has been refined very closely to 
the CANopen specification CiA 301 [1] and only the Legacy 
proprietary emergency messages remain.

Municipal vehicles can use the CleANopen CiA 
422 application profile, which is based on the CANopen 
communication profile CiA 301. This profile is specifically 
designed to support applications such as waste collection 
vehicles and related municipal equipment. CleANopen 
allows the use of up to eight logical networks which can 
be assigned to different vehicle functions such as bin 
classification, lifting, weighing, compaction, and other 
operational tasks. To simplify integration and ensure 
standardized communication between devices, the profile 
uses pre-defined PDOs (process data objects) for real-time 
process data exchange and pre-defined SDOs (service 
data objects) for configuration and parameter access.

Specific CANopen profiles

The CiA 415 profile defines sensor systems for road 
construction and earth-moving machines. It supports the 

CAN-based control networks in mobile machines often have to combine different CAN-based control networks in mobile machines often have to combine different 
communication worlds, especially SAE J1939 and CANopen. This article provides communication worlds, especially SAE J1939 and CANopen. This article provides 
an overview of used standards and specifications and explains how to interconnect an overview of used standards and specifications and explains how to interconnect 
the networks using CANopen and J1939 higher-layer protocols.the networks using CANopen and J1939 higher-layer protocols.

CAN-based control networks CAN-based control networks 
in mobile machinesin mobile machines

integration of up to 126 sensor units, allowing a wide range 
of machine and environmental data to be collected and 
exchanged within the system.

The profile also provides an interface to CiA 436-4, 
which specifies a sensor system communication. Typical 
sensor data examples include machine speed, steering 
angle, material volume and mass, and environmental 
conditions. This standardized approach helps to improve 
interoperability between sensors, control units, and 
machine systems.

Interconnection via a gateway

The CiA 413 profile [2] defines CANopen-based truck 
gateway interfaces. Its main function is to connect a 
CANopen network with CAN-based in-vehicle networks 
used in trucks, buses, trailers, and other commercial or  
off-highway vehicles.

Figure 1: Structure of a CAN network according to CiA 415 
and CiA 436 specifications (Source: CiA, Microcontrol)

Sensor controller

Sensor system

Sensor unit Sensor unit

Driver/user IF controller

Driver/user IF system

Transmission controller

Transmission system

Engine controller

Engine system

Figure 2: CiA 413 – Multiple-body controller system example 
(Source: Microcontrol)
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For device manufacturers using a CANopen protocol 
stack this configuration can be hard-coded, thus overwriting 
the CANopen pre-defined connection set as shown in  
Figure 7.

Faking the J1939 protocol with CANopen is perfect for 
PDU2 messages, the only downside is that the fake device 
lacks the J1939 address claiming and cannot respond to 
RQST (request) messages.

Devices supporting CANopen and J1939

A possible solution to overcome this disadvantage is to use 
devices supporting both protocols – CANopen and J1939. 
The CiA 510 specification defines how selected CANopen 
services are tunneled through J1939 networks. Its purpose 
is to enable CANopen-based device functionality to be 
integrated into J1939 systems without requiring a separate 
CANopen network.

For this tunnelling mechanism, J1939 provides the 
parameter groups PGN 1280, also known as CAM11, and 
PGN 1536, also known as CAM21. These PGNs are used to 
transport CANopen communication services, such as access 
to object dictionary entries, over a J1939-based network.

This mechanism is used by profiles such as CiA 406-J  
and CiA 410-J, which specify the mapping of CANopen 
encoder and inclinometer profiles to J1939. 

An increasing number of Microcontrol’s I/O modules 
supports this approach, giving the customer the free 
choice which protocol is used in the application.

Conclusion

CAN-based control networks in mobile machines often 
have to combine different communication worlds, 

Figure 6: CAN trace for configuration of a J1939 PDU 
identifier (Source: Microcontrol)

Figure 7: Hard-coding of the J1939 PDU identifier for 
CANopen protocol stack users (Source: Microcontrol)

Figure 8: Tunnel between J1939 and CANopen (Source: 
Microcontrol)

especially SAE J1939 for powertrain and vehicle networks 
and CANopen for body applications, I/O modules, sensors, 
and special machine functions. Application-specific 
standards such as FireCAN (DIN 14700), CiA 422, CiA 415, 
and CiA 413 already provide proven solutions that reduce 
integration effort and improve interoperability.

Where CANopen and J1939 need to coexist, several 
approaches are possible. A shared physical layer can be 
used when bit rate and identifier usage are considered 
carefully. For selected applications, CANopen devices 
can be configured to evaluate J1939 messages directly by 
using extended PDO identifiers. However, this approach 
does not provide full J1939 functionality, such as address 
claiming or responses to request messages.

For more complete integration, devices supporting 
both CANopen and J1939 offer the most flexible solution. 
In this context, CiA 510 provides an important mechanism 
by tunnelling CANopen services through J1939 using 
CAM11 and CAM21. Together with mappings as specified 
in CiA 406-J and CiA 410-J, this enables standardized 
CANopen device profiles, such as encoders and 
inclinometers, to be used in J1939-based networks. As 
a result, system designers can select the communication 
approach that best fits the machine architecture  
while maintaining standardization, interoperability, and  
long-term scalability.                                                           t
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Sensor newsSensor news

Forvia Hella (Germany) offers NOX sensors for com- 
mercial vehicles (24 V) and passenger cars (12 V)  

with CAN connectivity. NOX sensors play a crucial role 
in monitoring and reducing nitrogen oxide emissions 
from modern diesel vehicles in order to comply with 
strict Euro 5 and Euro 6 standards. They have their own 
control unit that communicates with the engine control 
unit via a CAN interface. "The sensor is sensitive to 
disturbances in its environment. When repairing, 
workshops not only need the right spare part, but also 
the corresponding expertise, as new sensors must first 
be taught," explained Dr. Marcel Wiedmann from Forvia 
Hella. "Our goal is to continuously expand the portfolio 
in complex electronics in order to efficiently support 
independent workshops in repairs," he added. "With 
our ready-to-use spare parts and the accompanying  
services from Hella Gutmann (Germany), we guarantee  
a smooth repair process."

The Macsremote service by Hella Gutmann, 
which was developed for passenger cars, offers 
independent workshops an innovative solution for 
remote configuration that enables fast and efficient 
remote teaching, coding and calibration of sensors 
and vehicle electronics. For NOX sensors to function 
properly, the software needs to be coordinated with 
that of the engine control unit. While this is possible 
with conventional systems with a multi-brand tool, the 
latest generation of vehicles requires special coding 
of the sensor with the software provided by the car 
manufacturer. "Our Macsremote hardware enables us 
to establish a connection to the vehicle and link the 
new sensor to the existing control unit," explained 
Jens Schubert from Hella Gutmann.

By using this service, independent workshops 
can not only work efficiently, but also increase their 
competitiveness compared to brand-specific specialist 
workshops. For example, they save time and minimize 
insurance risks by offering services directly on site, 
which avoids long waiting times and transport risks to 
OEM (original equipment manufacturer) workshops. 
The company also provides support with information 
and repair instructions.                                               hz

150
NOX sensors

Safety-certified draw-wire sensor

CiA member Gefran (Italy) has expanded its 
sensor portfolio with SIL-2/PL-d versions. 

The draw-wire sensors can measure lengths from  
1,8 m to 8,3 m or from 10 m to 12,5 m. The products 
come with a CANopen Safety (EN 50325-5) interface 
supporting the CiA 406 encoder profile. They are 
intended for applications in mobile machinery such as 
telehandlers, aerial work platforms, and construction 
equipment. The accurate monitoring of boom 
extension, lifting systems, and machine stability 
is essential to ensure functional-safe operation, 
especially when working at height or under dynamic 
load conditions. In these applications, sensors are 
directly involved in safety-related control functions, 
where any incorrect or inconsistent measurement 
can lead to hazardous situations for both operators 
and equipment.

Gefran also provides the KM and KMC series of 
functional-safe pressure transducers with CANopen 
Safety connectivity. The Italian company is committed 
to certify its entire mobile sensor portfolio for functional 
safety (SIL-2/PL-d), including rotary sensors and 
inclinometers.                                                              hz

	◆ Wind indicator: Deif (Denmark) offers the XDi-N 
graphical display in three sizes, coming with two 
CAN interfaces compliant with NMEA 2000. They are 
intended for marine applications. They are compatible 
with the company’s wind sensors.

	◆ Weather sensor: The Marwis (Mobile advanced 
road weather information sensor) by Lufft (Germany) 
is a road and runway weather sensor, detecting 
road conditions, temperatures, friction, and other 
parameters in real-time from driving vehicles. It 
optionally comes with a CAN interface.

	◆ Position sensor: Temposonic (Germany) has 
launched the MH Xternal Mount series, a magneto-
strictive sensor for use in hydraulic cylinders. The 
product features CANopen or J1939 connectivity. The 
dual-housing design separates the sensing element, 
mounted inside the cylinder, from the externally 
mounted electronic module.

	◆ Encoder: Siko (Germany) introduced the WV58MR 
and WH58MR safety encoders for mobile machines 
with improved accuracy and an SAE J1939 Interface. 
The single-turn or multi-turn devices are alternatively 
available with CANopen and CANopen Safety 
interfaces up to performance level d (PL d).          hz/of

Brief sensor news
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Polyma Energiesysteme is a medium-sized family 
business that has specialized in the manufacturing 

and distribution of mobile and stationary power generators 
since 1948. The customized power units are used in many 
different areas – from vital emergency response measures 
and stationary solutions in industrial environments to 
mobile power supplies at festivals or on film sets. To fulfil 
the requirements for maximum flexibility and ease of use, 
Polyma relies upon close, trusting cooperation with ifm. An 
innovative combination forms the core of Polyma’s hybrid 
power units: a conventional motor-generator unit and a 
powerful battery.

Based in Kassel (Germany) Polyma Energiesysteme specializes in developing and 
manufacturing customized power generators. In close cooperation with the automation 

specialist ifm electronic, an innovative hybrid power unit has been developed.

Mobile hybrid power generation unitMobile hybrid power generation unit

Daniel Andler, Development Engineer at Polyma, 
explains how they work together: “This combination  
makes our devices extremely flexible and perfectly  
adapted to today’s energy supply requirements. The 
motor can be operated with either diesel, gas, or LPG 
(liquefied petroleum gas), making it highly adaptable 
to different operating conditions. A powerful generator 
converts the mechanical energy into electricity, which can 
be temporarily stored in a modern lithium iron phosphate 
battery if required. This battery technology not only offers 
high energy density, but also excellent service life and 
safety.”

Battery management

At Polyma, battery management is mastered through 
the use of advanced control systems. “The integration of 
lithium iron phosphate batteries is more complex than that 
of conventional lead batteries; it requires a sophisticated 
management system for monitoring and control,” explains 
Andler. This is where ifm’s expertise comes into play. A 
programmable logic controller (PLC) is responsible for the 
smart operational management of the entire system and 
ensures seamless coordination of the various components 
and devices.

The robust, mobile ifm CR710S controller comprises 
two independently operating PLCs, one of which is a 

(S
ou

rc
e:

 P
ol

ym
a,

 if
m

)

Figure 1: The motor-generator unit for mobile power 
generation (Source: Polyma, ifm)



All inputs and outputs can also be configured as safe 
channels, so that safety-related sensors and actuators 
can be connected directly and their data processed in the 
application software. The device is also equipped with two 
Ethernet ports and four CAN interfaces. The CAN interfaces 
support such higher-layer protocols as CANopen, 
CANopen Safety, and J1939 as well as transparent, 
preprocessed data exchange. The control functions are 
integrated into the application program thanks to Codesys 
programming. The open programming interface enabled 
Polyma to implement its own software solutions, which  
are designed for maximum user-friendliness and  
efficiency.

TÜV-certified safety controller. The triple-core controller, 
combined with a large working memory, enables complex 
control functions. If required, the application software can 
be split so that the safe program part can be executed 
without interference from the general program execution. 
The various inputs and outputs can be configured as digital, 
frequency, or analog inputs with diagnostic function or as 
inputs for resistance measurement. Analog inputs enable 
both current and voltage measurement. The outputs can 
be configured as digital or PWM (pulse-width modulation) 
outputs with diagnostic capabilities.

Figure 2: The CR710S central mobile control unit has both 
a “normal” and a second independently operating safety 
PLC (Source: Polyma, ifm)

Figure 3: The control centre and the various power 
connections are located at the rear of the vehicle (Source: 
Polyma, ifm)

Different accuracy classes  
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Designed for mobile applications

The robustness and reliability of the technology are vital 
for mobile applications. Polyma prioritizes ensuring that 
the housings and technology of the power units function 
reliably even under harsh conditions. “The devices must 
be resistant to vibration and shaking, as they are often 
used on the move,” states Daniel Andler.

This is what the mobile ifm controllers are designed for. 
The units are equipped with ifm sensors for comprehensive 
condition monitoring, including, for example, a capacitive 
sensor for leakage detection. This sensor is located in 
the collecting tray under the unit. If a line is defective and 
fluid leaks out, it collects in the tray and is detected by the 
sensor. This then sends an alarm signal to the controller. 
This prevents fluids from leaking unnoticed into the 
environment.

Visualization and operation

The developed customized automation solution gives 
Polyma and its customers maximum flexibility. Thanks 
to the implemented battery technology, the motor can 
be switched off at low load, which enables fuel savings 
while increasing the service life of the motor. The user 
always has full control of the system via the programmable 
CR1204 touch display. They can check the current status, 
apply settings, and switch functions on and off.

The display has been developed for use in cabins and 
outside vehicles. A protection rating of IP65/IP67 means 
that it is optimally protected against moisture. It is resistant 
to strong impacts, permanent vibration, and extreme 
ambient temperatures. The high-resolution RGB LED panel 
offers optimum readability even in a bright environment. 
The display has programmable buttons and a capacitive 
touchscreen for operation tasks. The integrated 64-bit 
PLC can perform visualization and operation tasks and  
is programmable via Codesys. Interfaces at the back of  
the device include CAN, analog video, USB 2.0, and 
Ethernet.

Figure 4: The central ifm CR1204 touch display is used to 
visualize all operating parameters and to set a wide range 
of functions (Source: Polyma, ifm)

Conclusion

From the initial contact with ifm, Polyma felt it was in good 
hands and a long-term partnership was formed. Daniel 
Andler particularly appreciates the fact that ifm took the 
time to closely support the medium-sized company. The 
hybrid power solution is an example of how customized 
technology and close cooperation can result in products 
that meet today’s requirements and contribute to 
environment protection by optimizing energy consumption 
and reducing emissions.                                                    t
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In many industrial and mobile applications, distributed 
control architectures rely on fieldbus systems that enable 

robust, deterministic communication between controllers, 
sensors, and actuators. Here, the controller area network 
(CAN) has been a proven communication technology. 
Originally developed for automotive applications,  
CAN-based communication is now widely used in 
machines, mobile equipment, and decentralized systems 
where robustness, determinism, and real-time capability 
are essential. In many industrial installations, CAN-based 
subsystems operate alongside PLC-controlled automation 
systems, drives, and higher-level monitoring solutions. 
While CAN is widely used for real-time communication 
between devices, accessing and analyzing CAN data  
in a broader process context remains a technical  
challenge.

Modern industrial diagnostics and optimization 
require more than basic monitoring or event-based logging. 
Engineers need continuous access to raw communication 
data, precise time synchronization with other process 
signals, and the ability to analyze system behavior 
retrospectively. CAN-based measurement systems 
therefore play an important role in gaining transparency 
across heterogeneous automation environments.

CAN-based messages as  
measurement signals

At its core, CAN provides a message-oriented commu-
nication mechanism that allows devices to exchange data 

The ibaPDA automation system from IBA (Germany) enables data acquisition The ibaPDA automation system from IBA (Germany) enables data acquisition 
and analysis from networks based on different communication technologies and analysis from networks based on different communication technologies 
such as CAN(open), Profibus/-net, Ethercat, Ethernet/IP, etc. CAN networks such as CAN(open), Profibus/-net, Ethercat, Ethernet/IP, etc. CAN networks 
are connected to the system via a CAN-to-Ethernet gateway.are connected to the system via a CAN-to-Ethernet gateway.

CAN-based measurement systems CAN-based measurement systems 
in industrial environmentsin industrial environments

efficiently and reliably. From a measurement perspective, 
CAN-based messages themselves represent valuable 
signals: CAN frame identifiers, payload data, timing, and 
transmission behavior provide insights into the state and 
interaction of connected devices.

In many installations, CAN communication is monitored 
only indirectly, for example through device diagnostics 
or controller status information. Such approaches often 
fail to capture short communication disturbances, timing 
irregularities, or correlations between CAN traffic and 
physical process behavior. A measurement-oriented 
approach treats CAN-based messages as time-stamped 
signals that can be recorded continuously and evaluated 
in relation to other process data.

Integrating CAN in the system

With the CAN integration introduced in ibaPDA v8.12.0, 
the IBA system enables direct acquisition of CAN 
communication via Ethernet. Using the EtherCAN  
CI-ARM9/RMD-IBA gateway from EMS Thomas Wünsche 
(Germany), CAN frames can be read from the network and 
transferred to ibaPDA without interfering with the active 
communication. This passive approach ensures that 
existing CAN networks remain unaffected while making all 
transmitted CAN data available for data acquisition, online 
visualization, and analysis.

Within ibaPDA, CAN-based messages are handled 
in the same way as other process data. The values in 
the messages are timestamped, visualized, recorded 
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Many people with disabilities are able to drive thanks to special  
adaptations made to their vehicles. These modifications 

– such as hand controls or customized electronic systems 
– help ensure safe and independent mobility. However, new 
cybersecurity rules for modern cars could unintentionally 
make these adaptations harder or even impossible to install. 
As a result, some drivers with disabilities risk losing the ability 
to drive altogether. To prevent this, industry experts and 
organizations are working together to find practical solutions.

One promising approach is the development of a stan-
dardized gateway to in-vehicle networks (IVN) through add-on 
electronic control units (ECUs), which allows approved adaptive 
systems to safely connect to a car’s internal electronic network. 
This idea was recently supported at a meeting organized by 
CAN in Automation (CiA), together with European Mobility 
Group (EMG), and the German association representing 
vehicle adaptors for people with reduced mobility (VFMP).

	◆ ISO 15765-2: The CAN transport layer protocol for auto-
motive applications is under revision; a solution for CAN 
XL mapping will be included. This approach is supported 
by experts from Cariad (VW Group). It will use the SDT 
(service data unit type) of 9 as defined in CiA 611-1.

	◆ ISO 26343: The CANopen-based standard for fire-fighting 
equipment is in development. It is based on the DIN 14700 
document and will be slightly improved. Project leader 
is Ingo Boden from Ziegler, a German fire-fighting truck 
manufacturer.

	◆ ISO 11898-2: The CAN physical media attachment (PMA) 
standard has passed the FDIS (final draft international 
standard) ballot and will be published in a few weeks. The 
document includes the specification for CAN HS (high-
speed), CAN FD, CAN SIC (signal improvement capability), 
and CAN SIC XL transceivers.

	◆ CiA 320: The updated CiA document (version 2.0.0) 
specifies CANopen services and protocols for sleep 
and wake-up handling. Because of a stricter PM (power 
management) manager livesign, the specification is not 
completely backwards compatible with the legacy version. 
Clarifications and editorial improvements have been 
introduced, too. A new informative annex provides some 
power-management use cases. The document includes a 
detailed reasoning for sleep objections and requests.

	◆ ISO 16845-2: The revised conformance test plan for CAN 
transceivers is in DIS (draft international standard) ballot. 
It includes test cases for CAN HS (high-speed), CAN FD 

Brief news
(flexible data rate), CAN SIC (signal improvement), and 
CAN SIC XL (extended data-field length).

	◆ ISO 25200: This document is in DIS (draft international 
standard) ballot. It standardizes body builder networks 
for commercial road vehicles. It comprises parameter 
specifications for several body application units, an  
in-vehicle gateway unit, a telematic gateway unit, and a 
fleet management unit. It is based on DIN 4630.

	◆ ISO 11783-3: In March 2025, the Isobus application, 
transport, and network layer standard has been published.

	◆ CiA 462: CiA members review the CANopen item 
detection profile. The planned extension will cover 
radar sensors, too. The specification is also suitable 
for sensor-fusion devices, providing information about 
distance, velocity, material, etc. of detected objects. These 
values can be measured or calculated with or without AI 
inference.

	◆ ISO 26753: This PWI (preliminary work item) has been 
registered for the ISO/TC 22/SC 3/WG 4. The purpose 
is to develop the basics for a communication technology 
independent parameter standard, which could be refer-
enced by external commercial vehicle interfaces (e.g.,  
ISO 11992, ISO 25200, etc.). It is intended to provide  
the parameter specification in a machine-readable format.

	◆ CiA 604-4: This recently released document specifies 
the CAN FD light high-speed mode (more than 1 Mbit/s) 
and some clarifications of the CAN FD light protocol as 
standardized in ISO 11898-1:2024.                                   hz

A standardized gateway based on CAN (controller 
area network) technology would make it much easier to 
install specialized electronic components needed for vehicle 
adaptations. Similar systems are already used in commercial 
vehicles, taxis, and police cars.

Some industry groups have already committed to 
developing solutions that follow the CiA 447 specification 
series, and other manufacturers are encouraged to join. 
While new EU regulations may eventually be needed, there is 
an urgent request for short-term solutions.

CiA, EMG, and VFMP are calling on EU institutions, 
vehicle manufacturers, and industry associations such 
as ACEA and VDA to support the rapid development of 
standardized gateways to in-vehicle networks.

The CiA 447 series of documents specifies CAN-based 
interfaces for special car add-on devices including an IVN 
gateway. The first CiA 447 version was launched in 2008. 
The CiA 447 gateway has been implemented in German 
police cars and taxis. The entire CiA application profile series 
is currently under review.                                                        hz

Standards and specifications

Gateway to IVNs for car drivers
with mobility impairments

This regular column provides news from standardization bodies and 
nonprofit associations regarding CAN-related documents. Covered 
are also recommended practices, application notes, implementation 
guidelines, technical reports, and open-source projects.
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CO2-free city buses

In the anniversary year “130 Years of Trucks,” Mercedes-
Benz Trucks looks back on 30 years of the Actros. Since 

its market launch in 1996, the Actros has represented 
the transition from a classic commercial vehicle to an 
advanced, electronically networked work tool. “The 
Actros marks a technological turning point in the history 
of trucks. Many systems that are taken for granted today 
were introduced to heavy long-haul transport here for the 
first time,” said Rainer Mueller-Finkeldei, Head of Product 
Engineering at Mercedes-Benz Trucks. Already the first 
Actros generation provided electronically controlled disc 
brakes on all axles, and introduced CAN-based in-vehicle 
networks. Subsequent generations were expanded by  
CAN-based driver assistance systems such as adaptive 
cruise control (ACC), emergency braking functions, 
and advanced automated transmissions. Well over  
1,5 million vehicles have been sold to date.

Recently, the German manufacturer put all Actros 
generations on the road together – from the very first 
Actros to the eActros 600 electric-powered truck (Source: 
Mercedes-Benz Trucks)

Commercial road vehicles newsCommercial road vehicles news
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30 years CAN in Actros trucks

A key milestone in safety development is Active 
Brake Assist (ABA). The system debuted in 2006. Since 
its introduction, ABA has been further developed and is 
regarded as a pioneer of active safety assistance systems 
in heavy-duty trucks. From the earliest emergency braking 
functions to current generations with extended sensor 
technology, the system has shaped the path toward greater 
active safety on the road, stated the German heavy-duty 
vehicle manufacturer.                                                          hz

(Source: 
Adobe Stock)

European cities are increasingly turning to  
climate-friendly solutions for their local public 

transportation. At the Mobility Move trade fair in 
Berlin, Bosch presented the fuel-cell power module  
(FCPM) C100, which is particularly suitable for 
city buses. With this climate-neutral solution, the 
vehicles can be powered electrically and – when 
using renewable hydrogen – completely CO2-free. 
The power module provides CAN connectivity to  
be linked to other ECUs (electronic control units).  
The CAN interface is also used for diagnostic purposes.

“In addition to battery-electric buses, fuel-
cell electric vehicles can also be used to combat 
climate change,” said Jan-Oliver Roehrl, executive 
vice president of the Bosch Power Solutions division 
and chairman of Bosch’s global commercial vehicle 
activities. “The fuel cell is especially well-suited for 
buses that travel longer distances every day and 
rarely have the opportunity to charge en route.” An EU 
regulation stipulates that by 2030, carbon emissions 
of newly registered city buses must be reduced by 
90 percent compared to 2019. Starting in 2040, 
this will apply to all other bus types as well. The EU 
recognizes vehicles with fuel-cell power modules as 
zero-emission vehicles.

The C100 module covers a power spectrum of  
100 kW to 300 kW. With its flat design and a height of 
40 cm, the module is made for being mounted on the 
vehicle roof. It is designed for city buses with a length 
of 12 m to 18 m.                                                           hz

The thermal technology expert Webasto (Germany) 
developed the electric Cool Top 120-e air- 

conditioning system for light commercial vehicles  
with electric drives. The already available system 
delivers up to 12 kW of cooling power and is suitable 
for electric vehicles with a 400-VDC power supply, like 
minibuses, light commercial vehicles and ambulances. 
The system operates with voltages between 250 
VDC and 460 VDC, measures 1605 mm x 1290 mm x 
300 mm, and weighs ca. 80 kg. It uses R1234yf as a  
refrigerant, which contributes to the system's 
environmental friendliness thanks to its low global 
warming potential (GWP). The system is delivered  
pre-filled.

 Cool Top 120-e cools the vehicle, both when 
stationary and while driving. Once the target 
temperature has been reached, the variable speed 
control of the compressor automatically adjusts the 
output to the cooling demand. The system then operates 
at partial load, making it very quiet. A fresh-air function  
provides additional comfort in the vehicle when  
required.

 The roof-mounted system can be integrated into 
existing vehicle systems via a CAN interface or controlled 
via an optional Webasto control unit. Thanks to its 
plug-and-play design, installation and commissioning 
are quick and easy. The housing of the rooftop air- 
conditioning system can be painted in the color of the  
vehicle. Air outlets and ducts can be individually  
specified.                                                                     of
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As our daily lives become more digital, data-driven, 
and connected, cybersecurity has become a critical 

concern, particularly in the mobility sector, where 
advancements in autonomous driving, connectivity, and 
software-defined vehicles are reshaping the landscape. To 
address emerging threats, regulations such as UN R155 
and standards like ISO/SAE 21434 have been introduced to 
harmonize cybersecurity practices across the automotive 
industry. These frameworks emphasize a risk-based 
approach throughout the entire vehicle lifecycle, from 
development and production to operation, and promote 
cybersecurity awareness across all organizational levels.

Cybersecurity testing in development

During the development of a vehicle, it is important to 
perform sufficient testing to verify the specification of the 
implemented cybersecurity controls and to validate the 
corresponding cybersecurity goals. This should include 
functional and conformance testing to ensure correct 
behavior according to specifications, and offensive testing, 
such as fuzzing and penetration testing, to minimize 
unidentified vulnerabilities and weaknesses that could be 
exploited for malicious purposes. In particular, all external 
communication interfaces as well as the entire in-vehicle 
network must undergo a thorough threat analysis and risk 
assessment due to the large attack surface.

CAN communication requires security

While Ethernet-based traffic is continuously increasing 
within modern in-vehicle networks, communication via the 
controller area network (CAN) remains an essential part. 
Although CAN was not originally designed with security 
in mind, there are various approaches today to introduce 
mechanisms, which ensure security properties such as 
integrity, authenticity, and confidentiality. For CAN CC 
(classic) and CAN FD (flexible data rate), these mechanisms 

To address emerging cybersecurity threats across the 
automotive industry requires considering the entire 
vehicle lifecycle, from development and production to 
operation. The Hydravision security test automation 
solution from Dissecto, a company from Dspace (both 
Germany), addresses these challenges by enabling 
reproducible, automated, and comprehensive security 
assessments. The tool enables a test engineer to adapt 
the open and customizable test-case source code to 
project-specific needs.

Automotive cybersecurity: Automotive cybersecurity: 
CAN and lifecycle testingCAN and lifecycle testing

have to be introduced via higher-level protocols above the 
OSI (open systems interconnection) data-link layer, e.g., 
Autosar Secure Onoard Communication (SecOC), Secure 
Diagnostics, and proprietary OEM-specific authentication 
and encryption mechanisms (OEM: original equipment 
manufacturer). The newer CAN generation CAN XL 
(extended data-field length) provides an intrinsic security 
mechanism CANsec on the data-link layer, which is 
currently under development by member companies from 
CAN in Automation (CiA).

Attack categories

To understand the threat model of CAN-based 
communication, we distinguish two broad categories of 
attacks: bit-level manipulation attacks and data-driven 
attacks. 

Bit-level manipulation attacks target the internal 
communication mechanisms of CAN controllers, such as 
retransmission handling, error counters, or collision-resolution 
behavior (see paper "CAN bus security"). Executing such 
attacks typically requires very high privileges on the host 

Figure 1: Overview of different attack surfaces across the  
CAN communication stack, illustrating how bit-level 
manipulation targets physical-layer controller behavior while 
data-driven attacks exploit fields and state machines at the 
data, transport, and application layers. (Source: Dissecto)
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side of an ECU (electronic control unit), because the attacker 
needs to control the GPIOs (general purpose input-outputs) 
connected to the CAN transceiver/controller and actively 
drive the bus behavior while bypassing the CAN controller’s 
standard framing and error handling. In practice, this implies 
detailed knowledge of the ECU hardware (exact schematic, 
MCU variant, and board revision) and a level of execution 
control that goes beyond “normal” diagnostic access. From 
a scalability perspective, these attacks are usually confined 
to the local CAN segment: They can disrupt or manipulate 
communication on the attacked bus, but they are not naturally 
propagated by gateways into other CAN networks. A further 
challenge is detectability: Since these attacks operate below 
the semantic level of frames and signals, simple IDS (intrusion 
detection system) approaches that rely on payload plausibility 
or message timing may fail to identify bit-level manipulation, 
even though the resulting effects can be severe.

Data-driven attacks operate on the CAN CC/CAN FD 
frame content itself and on higher-layer protocols carried 
over CAN, such as ISO-TP (transport protocol), XCP 
(universal measurement and calibration protocol), or UDS 
(unified diagnostic services). At the lowest layer, common 
threats include message spoofing, replay, and bus-flooding 
DoS (denial-of-service). In secure deployments, these 
attacks often aim to undermine authentication and integrity 
mechanisms (e.g., by exploiting misconfiguration, key 
management weaknesses, or replay windows), with SecOC 
primarily threatened by loss of authenticity and integrity 
if counters, freshness values, or MAC verification can be 
bypassed or desynchronized. Moving up the stack, transport 
protocols such as ISO-TP implement internal state machines 
to segment and reassemble payloads across multiple CAN 
frames; These parsers and reassembly buffers introduce 
an additional attack surface for denial-of-service conditions 
(e.g., state exhaustion and reassembly blocking) and 
implementation vulnerabilities such as memory corruption 
in constrained ECUs. Finally, at the application layer, where 
diagnostic and measurement protocols such as UDS and 
XCP are located, attackers face a broad and attractive 
functionality set, ranging from session control and memory 
access to routine control and flashing. This richness often 
translates directly into a wider vulnerability space (see 
paper "Automated threat evaluation of automotive diagnostic 
protocols"): Insecure service exposure, weak access 
control, inconsistent state handling, and implementation 
bugs can all enable impactful attacks. In general, the higher  
the functionality and the broader the service surface, the 
greater the opportunity for abuse, especially if security 
mechanisms are added late or deployed inconsistently 
across ECUs.

Challenges in modern cybersecurity testing

Verifying security mechanisms and validating cybersecurity 
goals within a mature, process-integrated cybersecurity 
test strategy remains a significant challenge in the 
automotive domain. Key obstacles include:

	◆ Delayed and infrequent testing: Cybersecurity testing 
is often conducted late in the development cycle, 
increasing the risk of discovering critical issues too  
late;

	◆ Limited automation and tool support: Many current 
testing approaches rely heavily on manual methods 
and custom scripts, leading to high effort and low 
reusability;

	◆ Inadequate test environments: Setting up suitable 
environments for today’s complex ECUs is time-
consuming, especially when specific operational 
modes are required for testing; 

	◆ Lack of expertise and guidance: The absence of 
clear guidelines and sufficient know-how on what 
and how to test hinders the establishment of effective 
cybersecurity testing strategies.

Requirements for security test automation 
solutions

Addressing these challenges is essential to ensure 
robust and scalable cybersecurity validation throughout 
the vehicle development lifecycle. To address these 
challenges, the industry is increasingly adopting a shift-
left approach by integrating cybersecurity testing earlier 
into the development process, while leveraging existing 
test infrastructures. Additionally, the degree of automation 
of cybersecurity testing is being enhanced to support 
continuous testing (CT) and increasing process maturity.

In this context, state-of-the-art security test automation 
solutions (such as Hydravision from Dissecto) must ensure 
reproducibility, robust configuration management, and full 
customizability, by providing open and customizable test-
case source code that a cybersecurity test engineer or 
penetration tester can adapt to project-specific needs. In 
vehicle networks, overall protection is only as strong as 
the weakest ECU on a bus, so a scalable testing strategy 
must aim to minimize the attack surface of each ECU 
and systematically validate all exposed interfaces. This 
naturally leads to a comprehensive unit-testing approach to 
security, complemented by automated exploratory testing 
that continuously assesses each relevant attack surface. 
Especially for higher-layer protocols and ECUs with multiple 
interfaces, comprehensive assessments can become very 
time-consuming due to the complexity and footprint of the 
exposed services. For example, if a gateway ECU provides 
multiple ISO-TP endpoints, each endpoint constitutes a 
separate attack surface that must be tested against known 
protocol vulnerabilities and supplemented by targeted 
protocol-level fuzzing. 

Cybersecurity as a continuous lifecycle 
obligation

In contrast to functional safety, cybersecurity does 
not remain “valid” indefinitely: Security controls age as 
threat landscapes evolve. A function that was considered 
secure yesterday may no longer meet regulatory or industry 
expectations tomorrow, and newly disclosed vulnerabilities 
can compromise the security of an entire vehicle platform. 
As a result, cybersecurity testing cannot stop at SOP 
(start of production) or the end of development. Instead, 
comprehensive security testing must be performed 
throughout the development lifecycle from the early phases, 
when defects are cheapest to fix, through integration 
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and validation, and into in-field operation with continuous 
monitoring and risk analysis to detect when previously secure 
features become vulnerable.

Depending on the lifecycle phase, the test execution 
environment can differ significantly: from desktop-based 
setups during development, to HIL (hardware-in-the-loop) 
systems in integration, and finally to mobile or vehicle-side 
test environments for full-vehicle assessments under real-
world conditions, e.g., cellular connectivity.

Conclusion

As vehicles become increasingly connected and 
software‑driven, cybersecurity must be treated as an 
ongoing responsibility rather than a one‑time milestone. 
Because CAN will continue to play a central role in in‑vehicle 
communication, it is essential to understand its attack 

Figure 2: Cybersecurity as a continuous lifecycle obligation, 
illustrating how security activities extend across the V‑model: 
From early requirements elicitation through software develop-
ment, verification, validation, and integration to ongoing risk 
management in serial support. The highlighted areas indicate 
where Hydravision enables automated, reproducible testing  
and continuous cybersecurity management to maintain 
long‑term resilience as threats evolve. (Source: Dissecto)
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The editor tools from CSS Electronics (Denmark) 
enable the user to create filters and OBD 

configuration files for the company’s CANedge data 
loggers tenfold faster than before, states the provider. 
By default, the data logger records all raw CAN frames 
at their original frequencies, which can result in a ton 
of data. Configuration of CAN-ID filters/prescalers to 
optimize the file size can be useful, but is complex and 
time-consuming to set up. The Filter builder tool should 
help to solve these tasks. It enables to sort CAN-IDs 
by size contribution, to view summary statistics such 
as MiB/min, frames/second, etc. Additionally, it allows 
to browse CAN-IDs via DBC (data base CAN) info like 
message names, signal names, etc. For J1939/Isobus/
NMEA data, it is possible to group CAN-IDs by their 18-
bit PGNs (parameter group numbers) and to set PGN 
filters. The batch filtering function is used to select 
multiple entries and add them with shared prescalers. 
The search box lets one search entries based  
on channel, CAN-ID, name, signal names, and more. Using 
the “unmatched” function allows selection of all CAN-IDs  
not matched by DBCs to e.g., add them as rejection 
filters. Added filters can be seen in a summary window. 
Further, the user can enable compression to reduce  
file sizes by 50 % to 70 %. If data should be recorded  
only under certain circumstances, the start/stop logging 
based on CAN signal thresholds is possible.

Many of the company’s end users deploy the 
CANedge to log OBD data from cars, trucks, and buses 
for telematics, diagnostics, or development purposes. 
Previously, configuring the data logger with custom 
OBD PID (parameter ID) requests was time-consuming 
and complex, in particular, if many PIDs have had to be 
logged. With the OBD tool it is now possible to add PIDs 
from a list thus creating the configuration file in seconds, 
informs the provider. The tool also enables to auto-add 
OBD filters (if one only wishes to log OBD responses) 
and a control signal (to toggle transmission and thus 
avoid battery drainage). Finally, the tool lets the user to 
optionally test which PIDs are supported and to limit the 
PIDs to only those supported by the user’s car.             of

Filter builder and OBD tools
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vectors and consistently validate security mechanisms. By 
shifting testing earlier, increasing automation, and reusing 
scalable test assets across ECUs and vehicle programs, 
organizations can detect vulnerabilities sooner and 
maintain long‑term robustness. Testing platforms already 
available on the market, for example, the Dissecto’s 
Hydravision, address these challenges by enabling 
reproducible, automated, and comprehensive security 
assessments. The lifecycle approach is vital for ensuring 
trust, safety, and resilience in modern mobility systems.   t

mailto:nils.weiss@dissecto.com
https://www.dissec.to
mailto:mpukrop@dspace.de
https://www.dspace.com




35CAN Newsletter 2/2026

From March 10 to 12, the international embedded 
community gathered at the Exhibition Centre 

Nuremberg for the 24th edition of the Embedded World 
exhibition. With visitors from almost 90 countries, the 
trade fair recorded an increase of more than 13 percent 
compared to the previous year. The next edition will take 
place from March 16 to 18, 2027.

CiA was present with its own both. For the first time, 
CiA organized round-table discussions on dedicated 
topics, ranging from CAN XL via cybersecurity to artificial 
intelligence (AI). Additionally, CiA co-organized a CAN 
session on the Embedded World conference; Reiner 
Zitzmann (CiA) chaired this session. Most of the exhibiting 
CiA members were satisfied with the trade show results 
and CiA has already booked a booth for the next year.

On the Embedded World 2026, CiA member Cervoz 
(Taiwan) was awarded for its CAN FD expansion boards 
(community choice). The honored MEC-CAN-2F14i is 

The trade show took place under politically challenging circumstances: wars 
between Israel/U.S.A. and Iran as well as between Russia and Ukraine with 
related travel restrictions. Nevertheless, the fair was a success with 36000 

visitors. AI (artificial intelligence) was one of the main topics. Especially,  
Edge-AI and Embedded/Physical-AI products provided often CAN connectivity.

a quad CAN FD module for embedded PCs. The card  
follows the M.2 standard, which is compliant with the 
PCI Express x 1 classification and the M.2 form factor. 
This board fits in host computers, which have M.2 slots. 
It provides four 9-pin D-sub connectors to link it to CAN 
cables. The CAN ports feature a 2,5-kV isolation. The 
interface module supports SocketCAN driver software.

Embedded AI is coming

Board-level products for Edge-AI applications are available 
since some years. This year, several companies launched 
Embedded-AI modules, many of them are located in 
Taiwan. Edge-AI products can operate without cloud 
connection, but provide one. Embedded-AI solutions do not 
provide cloud connectivity at all. Sometimes, they are also 
named Physical AI, especially when the products provide 
actuation capability. Others use the term Endpoint AI. Key 
features of such AI products are low-power consumption, 
high flexibility, and real-time capability.

Microcontrollers for Embedded/Physical-AI appli-
cations are the basis for such board-level products. Often, 
they are based on Arm cores in combination with a neural 
processing unit (NPU), able to boost ML (machine learning) 
operations. Some of them feature CAN connectivity. On the 
Embedded World 2026, NXP (Netherlands) presented its 
i.MX 93 family of SoCs (system-on-chip). These products 
are supported by the company’s eIQ AI-development 
environment. They come with an on-chip CAN FD protocol 
controller. There are available dedicated versions for 
automotive, industrial, and home-automation applications. 

Embedded World 2026: Focus on Edge AI Embedded World 2026: Focus on Edge AI 
and Embedded AIand Embedded AI

Figure 1: About 1300 exhibitors Figure 1: About 1300 exhibitors 
presented their products and presented their products and 
services to about 23000 visitors services to about 23000 visitors 
(Source: Embedded World)(Source: Embedded World)

Figure 2: Awarded M.2 module with four CAN FD ports 
(Source: Cervoz) Tr
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They are based on an Arm Cortex 55 core and an Arm 
Ethos NPU.

Other chipmakers like Ceva, Infineon, Renesas, 
Rohm, and STMicroelectronics (STM), have developed 
similar microcontrollers with NPUs for Embedded-AI 
devices. Several of such products feature CAN connectivity. 
A typical example is the Stellar P3E microcontroller by 
STM: It provides the Neural-Art accelerator for Embedded-
AI applications. The product is intended for automotive 
powertrain ECUs (electronic control units) with an on-chip 
CAN XL protocol controller. The onchip AI accelerator, a 
dedicated NPU, enables the development of smart sensor 
fusion devices. By offloading AI workloads from the main 
cores, this NPU accelerates inference execution without 
compromising real-time behavior or functional safety. 
This microcontroller combines a multi-core cluster of 

Figure 3: The Embedded-AI microcontroller i.MX 93 series 
features CAN FD connectivity (Source: NXP)

Kvaser (Sweden) has presented the CanKing 7.4.0, 
the latest update to its free CAN/LIN analysis 

environment, at the Embedded World 2026. The 
release includes several new features such as LIN 
message logging, LIN log replay, and Signal Plot. 
The last one is a free-of-charge CanKing 7 extension, 
which enables real-time plotting of signal values for 
fast visualization of the system behavior. Therefore, 
the analysis environment is dedicated for fast bring 
up of HIL (hardware-in-the-loop) benches, and on-site 
debugging. Signal Plot is also allowing users to track 
multiple signals simultaneously, zoom into events, 
compare values using cursors, and switch seamlessly 
between live and pause modes. Signal Plot is the 
first extension built on the CanKing Extensions SDK, 
launched last year to let users create web technology 
GUI extensions – from dashboards to gauges and 
custom interpreters – without touching the core 
application. The SDK runs on Windows and Linux. 

 Alongside the new extension, CanKing 7.4.0 in-
troduces support for LIN message logging and replay 
when using MDF4.x files. Improved MDF4.x support 
ensures that LIN data frames are recognized, enabling 
both the Message Logger and Message Replay nodes 
to work seamlessly across CAN and LIN traffic.

of

Analysis environment with real-time 
plotting

EW26 news ticker
+++ Advantech (Taiwan) presented the ARK-2251 box PC 
with two CAN interfaces suitable for AI applications. 
+++ The Deltasmart GNSS-to-CAN bridge for heavy-
duty applications is a new development from Delta 
Components (Germany). It is available with two CAN 
ports supporting CAN CC and CAN FD. +++ Sontheim 
Industrie Elektronik (Germany) introduced a 
telematic unit with four CAN (FD) interfaces offering 
connectivity for J1939, Isobus, K-Line, and other 
communication standards in mobile automation area. 
The company also presented new CAN-FD-capable vehicle 
communication interfaces (VCI). +++ ESD Electronics 
has shown the esdEP Embedded Platform, which 
includes tailor-made DIN-rail modules for industrial 
automation. The modules feature three CAN FD ports 
supporting CANopen and J1939 communication. +++ 
Acromag’s (U.S.A.) new Acropack Mini-PCIe interface 
module with four isolated CAN channels targets 
defense and avionics applications. Each channel has 
a Holt H13111 CAN controller paired with an Analog 
Devices ADM3053 transceiver. +++ The NRU-161V-FT and 
NRU-162S-FT are the new Edge AI computers by Neousys 
(Taiwan) with one CAN FD interface each. +++ The 
company 3Rtablet has shown CAN-enabled ruggedized 
in-vehicle tablets and vehicle telematics terminals 
for mobile machines and industrial vehicles. +++ Dave 
(Italy) provides Aura and Etra systems on module 
(SOM) with up to two CAN interfaces. +++ The Lilly 
and Picolilly SOMs from Incostartec (Germany) are 
available with a CAN (FD) port. +++ F&S Elektronik 
Systeme (Germany) introduced the Smarc MX95S system 
on module with a scalable performance and two CAN 
FD interfaces. +++ Forecr (Estonia) provides CAN-
connectable ruggedized box PCs and carrier boards 
supporting Nvidia modules and dedicated for harsh 
aerospace and military environments. +++ Everfocus 
(Taiwan) offers AI-computing platforms such as the 
EAR-1000T (with two CAN FD ports) built on the Nvidia 
Jetson Thor T5000 module. +++ Göpel Electronic 
(Germany) presented the Scanflex II Cube modular 
JTAG/Boundary scan controller now available with 
CAN FD connectivity. +++ The new MSRZV2H system 
on module from Aries Embedded (Germany) based on 
Renesas RZ/V2H family architecture, provides two CAN 
FD interfaces. +++ Uni-Trend Technology (Germany) 
has shown its MSO8000HD oscilloscope series with 
bandwidths of 8 GHz and 5 GHz. Protocol analysis of 
CAN CC and CAN FD networks is possible. +++ Arestech 
(Taiwan) presented the SB-5825B waterproof box PC 
(IP66) with an optional CAN interface accessible 
via an M12 connector. +++ The Edge Controller by 
Wago (Germany) features an ARM Cortex-A9 quad-core 
processor and offers one CANopen, two Ethernet, and 
two USB ports. +++ Infineon and Subaru announced their 
collaboration to improve driver safety in advanced 
driver assistance systems relying on the latest Aurix 
microcontrollers from Infineon. +++                 of

Arm Cortex-R52+ processors with hardware-enforced 
virtualization, enabling freedom from interference between 
software functions and more efficient consolidation 
of workloads. In the software-defined vehicle (SDV) 
era, memory is a key driver of innovation. Stellar P3E 
integrates extensible xMemory based on phase-change 
memory (PCM) technology, delivering up to twice the 
density of traditional embedded flash and ensuring robust, 
automotive-qualified performance to support evolving 
software features throughout the vehicle’s lifetime, stated 
the chipmaker.                                                                    hz
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NewsNews

For mission-critical applications

The Milbox-Agxmax computer by Forecr (Estonia/
Turkey) is engineered for Edge AI applications. 

Featuring Gigabit-Ethernet ports, it delivers band-
width for high-speed data processing and real-
time decision-making. The product comes with two  
CAN interfaces to connect it to military (in-vehicle)  
networks. It includes on-board CAN transceivers. The 
ruggedized device is also intended for aerospace  
applications. It has two dual M.2 expansion slots,  
supports SD cards, and provides a camera expansion 
connector. The fanless Edge-AI computer is  
powered by Jetson AGX Orin processors from Nvidia  
(U.S.A.).                                                                       hz
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(Source: Forecr)

CAN-connectable Edge-AI boards

Edge-AI gateway with two CAN ports

AI-based radar sensor

Aaeon (Taiwan) with the European sales office in 
Netherlands has developed a broad range of 

Edge-AI board-level products, featuring different AI 
processors from Intel and Nvidia. The company also 
provides them in ruggedized housings. Some of these 
products implement CAN ports. This includes the 
Niky-2105/2155/2215-Nano control units scheduled 
for production within 2026. They are powered by 
Nvidia’s Jetson Orin Nano processors.                       hz

Liebherr Components (Switzerland) offers the 
LEG4IT Edge-AI gateway developed for mobile 

machine applications. It is based on the Dragonwing 
QCS6490 processor by Qualcomm. The control unit 
with IoT (Internet of Things) functionality measures 
320 mm x 305 mm x 90 mm. The company also 
provides the LEG4AI edge controller powered by an 
Nvidia Xavier processor.                                             hz

D3 Embedded (U.S.A.) has developed a sensor 
based on AWR1843AOP or IWR6843AOP radar  

chips by Texas Instruments (U.S.A.). These chips feature  
an embedded CAN interface. The offered radar sensor 
modules integrate a DSP (digital signal processor), 
a microcontroller with neural processing capability, a 
radar accelerator as well as an antenna array. There are 
variants with 60-GHz and 77-GHz radar chips available. 
The embedded CAN interface enables an integration into 
in-vehicle networks of cars, AGVs (automated-guided 
vehicles), etc. The company also offers radar sensors 
powered by Nvidia processors.                                        hz

(Source: D3 Embedded)
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AI-Powered controllers with CAN 
connectivity

Edge AI system for sealed 
environments

Fanless edge-AI box computer with 
CAN ports

The Taiwanese company Aaeon has launched  
host controllers equipped with the Nvidia Jetson 

Orin NX processor, featuring AI processing capability. 
Some members of the Boxer-865xAI-Plus series 
provide a CAN interface. It is available at a 9-pin  
D-sub connector. Primary differences between  
the products are their form factors and the functions 
they offer. The smallest measures 125 mm x 90 mm x  
56 mm. They are specified for operating  
temperatures from -25 °C to +55 °C. The voltage  
input ranges from 12 V to 24 V. The products are in 
mass production.                                                         hz

In many industrial and mobile applications, active 
ventilation or open enclosures are not an option, 

especially in environments with dust, moisture, or 
vibration. For these scenarios, Bressner Technology 
(Germany), together with its partner Neousys Tech-
nology (Taiwan), has introduced the NRU-160-FT 
series. The compact, fanless edge AI computers 
are optimized for installation inside fully enclosed or 
sealed metal housings.

Powered by Nvidia Jetson Orin NX or Orin 
Nano modules, the NRU-160-FT series delivers up to  
100 Sparse TOPS (Tera operations per second) of AI 
inference performance while consuming 25 W. Its flat 
heatsink design is engineered to conduct heat directly 
through the mounting surface to the enclosure, which 
is a key benefit for operation in sealed metal housings 
where active cooling is not possible. This allows the 
systems to operate at ambient temperatures of up to 
+70 °C without throttling. With a footprint of 199 mm 
× 136 mm × 49 mm, the series integrates seamlessly 
into mobile platforms or control cabinets. M12 and 
Fakra connectors enable robust, vibration-resistant 
connections for industrial and in-vehicle applications.

The two model variants are designed for different 
integration requirements and with four AI module 
options each. The NRU-161V-FT features six GMSL2 
automotive camera inputs via Fakra Z connectors, 
compatible with IMX390, ISX031, and IMX490 CMOS 
sensors. The NRU-162S-FT provides four PoE (power 
over Ethernet) and 1-Gbit/s ports for IP or industrial 
GigE cameras, as well as an additional M12 1-Gbit/s 
port for high-speed communication with Lidar systems 
or other devices. Both models offer CAN FD and EIA 
232 interfaces (also known as RS-232), an 8-VDC to  
35- VDC power input with ignition control, and expansion 
options via mini-PCIe and M.2 B-Key slots for 4G/5G 
or wireless modules.

The systems are designed for dusty, humid, or 
vibration-prone environments, making them suitable 
for autonomous vehicles, smart city infrastructure, and 
agricultural control systems. Franz Bernhard, Account 
Manager at Bressner Technology, explained: "With 
the NRU-160-FT series, we are addressing a clear 
market need for high-performance edge AI computers 
that can operate in fully sealed enclosures. The flat 
heatsink design enables efficient heat dissipation 
through the cabinet surface, which is essential for 
outdoor and in-vehicle environments where reliability 
is critical.”                                                                     of

(Source: Aaeon)

(Source:
Bressner
Technology)

Aaeon (Taiwan) has released the Boxer-8653AI-
Plus host controller, suitable for edge-AI (artificial 

intelligence) applications. The computer platform is 
powered by the Jetson Orin NX processor from Nvidia. 
It is intended for applications, using multiple cameras. 
For connecting of peripherals, the device provides 
among other interfaces a CAN interface.

Established in 1992, the Taiwanese company 
offers a broad range of edge-AI and IoT (Internet-of-
Things) products. Several of them (e.g., Boxer-8645AI 
and VPC-5640S) support CAN communication. 
These products address in-door autonomous-driving 
passenger vehicles and airport service robots, for 
example, respectively automated-guided vehicles 
(AGVs) on factory floors and in logistic centers.        hz

(Source: Aaeon)
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20 years: digital tachograph

3D radar sensor

60 kW to 600 kW

In 2006, Aumovio (for-
merly Continental) has  
introduced its first digi-
tal tachograph. Since 
May 2006, digital tacho- 
graphs were demanded 
by EU regulation. "The digital tachograph has 
fundamentally changed freight transport. It ensures 
greater safety on the roads, creates fair competitive 
conditions, and today forms the basis for increasingly 
connected transport logistics," explained Dirk 
Gandras from Aumovio (Germany). The first products 
were produced under the VDO brand name. Today, 
the DTCO 4.1b digital tachograph not only provides 
the basis for regulatory compliance, but also for 
connected driver displays, fleet managements, 
and cloud-based services. The product features a 
mandated CAN interface (EU implementing regulation 
No. 165/2014) for diagnostic purposes. These J1939-
compliant parameters and parameter groups (PG) 
are standardized in ISO 16844-7. By July 2026, 
the EU tachograph regulation applies also for light 
commercial vehicles. Currently, some parts of the  
ISO 16844 series are under revision.                          hz

The MR15-Q80 radar scanner by Turck (Germany) can 
be used in mobile machines to detect objects, to avoid 
collisions. The product is available with a J1939-based 
interface, using proprietary PGs (parameter groups).

Usually, radar technology is associated either with 
speed checks in road traffic or with devices for flight 
monitoring. But since the 2000s, radar sensors have also 
been used for adaptive cruise control (ACC) systems in 
cars, to determine the distance to cars in front and their 
speed. Radars have also become popular in industrial 
automation in recent years. Especially in level and 
conventional distance measurement, the advantages 
over ultrasonic, optical sensor or media-contacting 
technologies pay off in many applications.

In 2020, Turck had already presented its first radar 
sensors for level measurement with the LRS series, 
followed by the DR-M30 radar sensors for distance 
measurement in 2021. Both device series operate in 
the 120-GHz range, which is particularly beneficial in 
terms of range and resolution, i.e., the accuracy of the 
signal. The company has launched the MR15-Q80 radar 

Rehlko (U.S.A.) has extended its KD series of backup 
power generators, providing J1939 connectivity 
between the control unit and the diesel engine. The 
company already offers products with higher power 
outputs (up to 4 MW and beyond). The diesel generator 
sets are manufactured in France and Switzerland. 
They are used as backup power systems in data 
centers and hospitals, for example.

The integrated controllers provide a CAN-based 
interface compliant with the legacy SAE J1939-75 
standard. This standard specified the set of parameters 
(SPs: suspected parameters) and messages (PGs: 
parameter group) for information associated with 
monitoring and controlling generators and driven 
equipment in electric power generation for industrial 
applications. The SPs and PGs are now published in 
the SAE J1939DA digital annex. The KD series uses 
also embedded CAN networks.                                   hz

DTCO 4.1.b digital tachograph 
(Source: Aumovio)
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sensor. Unlike the cylindrical devices for distances and 
levels, the 3D radar sensor has a flat, cuboid design. 
The underlying technology is also different: A 60-GHz 
antenna operates inside of a IP69K-rated housing. 
Compared to the 120-GHz frequency band, the lower 
frequency provides a lower resolution, but the beam 
angle is wider. The device can detect objects with  
an opening angle of 120 degrees horizontally and  
100 degrees vertically.

Mounted on agriculture vehicles, the sensor 
can detect animals, large stones, or objects lying in 
the field. Metals and also bodies reflect radar beams 
more intensively than wheat. The sensor recognizes  
this difference and issues a warning. Both opening 
angles can be set narrower by adjusting the para- 
meters – asymmetrical angles are also possible. Up to 
six warning radii or three signal fields can be set and 
assigned to the two switching outputs.                          hz
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The controller area network (CAN) has been an established 
and reliable communication system in vehicles, mobile 

machinery, and industrial applications for decades. With 
increasing connectivity and rising data rates – particularly 
due to the use of CAN FD (flexible data rate) – the physical 
quality of signal transmission has become a key focus.

Traditional diagnostic approaches focus primarily on 
the protocol level and analyze frames, error counters, or bus 
load. While these methods provide important information 
about logical communication, they do not capture the state of 
the physical transmission. In practice, many communication 
problems arise not from protocol errors but from deviations 
in electrical signal transmission. These often go undetected 
at first but compromise the stability and robustness of the 
overall system.

Physical CAN signal transmission

CAN operates as a differential two-wire system in which 
information is transmitted via a voltage difference between 
the CAN_H and CAN_L lines. Active states correspond to a 
differential voltage of approximately 2 V, while inactive states 
are characterized by a voltage difference that is virtually 
zero. This transmission principle ensures high immunity to 
electromagnetic interference.

Signal transmission follows the principles of 
transmission line theory. CAN lines have a characteristic 
impedance of approximately 120 Ω and require proper 
termination at both ends of the bus. Typically, two terminating 
resistors, each with a value of 120 Ω, are used, resulting in a 
total impedance of 60 Ω.

Mismatches directly cause reflections. These manifest 
as overshoot, ringing, and distorted signal edges. Typical 

With increasing connectivity and rising data rates, the physical quality of signal 
transmission has become a key focus. The CAN Bus Tester GT3 from Gemac 
Chemnitz (Saxony, Germany) is available for physical diagnostics and signal quality 
assessment in practical applications.

Physical diagnostics of CAN networks

causes include improper termination, inappropriate cable 
lengths, branch lines, or impedance steps within the cabling.

Impact of increasing data rates on signal 
integrity

With the introduction of CAN FD, the requirements for 
physical signal quality have increased significantly. Higher 
bit rates shorten the bit times and reduce the permissible 
tolerances for signal transmission. The system behavior 
increasingly resembles that of a high-frequency transmission 
system.

Particularly during the data phase of CAN FD, the 
following factors have a direct impact on signal quality:

	◆ Slope of the signal transitions;
	◆ Signal propagation times along the line;
	◆ Temporal stability of the signal (jitter);
	◆ Electromagnetic interference.

Even slight deviations shift the receiver's effective 
sampling time out of the stable signal range. This results in bit 
errors or reduced signal-to-noise ratios, without immediately 
causing protocol errors.

Limitations of conventional diagnostic  
methods

Analyzing only the protocol layer is not sufficient for a 
comprehensive assessment of the system's state. Error 
counters and status information reveal the behavior of the 
communication, but do not provide any insight into the 
physical causes.

A reliable diagnosis requires the simultaneous 
consideration of several physical parameters:

Figure 1: Display of a CAN-FD frame in the CAN Bus Tester GT3 (Source: Gemac Chemnitz)
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	◆ Differential signal amplitude;
	◆ Rise and fall times;
	◆ Overshoot and ringing;
	◆ Jitter and temporal signal variation;
	◆ Signal-to-noise ratio;
	◆ Effective termination resistance.

Interpreting these parameters is complex and requires a 
solid understanding of signal processing and measurement 
technology. 

Evaluation of signal quality 

To simplify diagnosis, methods are used that combine 
multiple physical measurement parameters into a single 
signal quality value. This involves normalizing and weighting 
the relevant parameters to produce a dimensionless 
metric. This signal quality value is typically expressed as 
a percentage and directly indicates the extent to which 
the physical signal transmission falls within the specified  
limits.

The advantage lies in the significant reduction in 
complexity: instead of evaluating individual metrics in 
isolation, users are provided with an overall assessment that 
can be interpreted immediately. At the same time, access  
to detailed individual parameters for further analysis is 
retained.

CAN bus tester

In complex networks with  
multiple control units, 
long cable runs, or high 
levels of electromagnetic 
interference, a combined 
analysis of the protocol 
and physical layers is 
essential. 

The CAN Bus 
Tester GT3 is developed 

and manufactured by Gemac and is available for physical 
diagnostics and signal quality assessment in practical 
applications. The system records both physical signal 
parameters and logical communication, and automatically 
calculates a signal quality value based on this data. This 
provides users with a quick and transparent assessment of 
the network’s condition and a targeted identification of fault 
causes.

The tester supports not only CAN CC (classic) networks 
but also CAN FD applications. By combining physical 
measurements with signal quality assessment, it simplifies 
commissioning, maintenance, and troubleshooting in 
complex networks without requiring in-depth knowledge to 
interpret the physical measurement data.

Conclusion

Physical signal integrity plays a decisive role in determining 
the reliability of CAN CC and CAN FD networks. As data 
rates increase and system complexity grows, purely 
protocol-based diagnostics become less meaningful. 
Only the combination of physical measurements, in-depth 

Figure 2: CAN Bus Tester GT3 
(Source: Gemac Chemnitz)
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Bülent Iscan
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info@gemac-chemnitz.de
www.gemac-chemnitz.com

Chanchal Dhiman has released the open-source 
CANviz browser-based CANopen analyzer. The 

tool (version 0.3.1) passively decodes CiA 301 and 
CiA 402 messages from the COB-ID (communication 
object identifier) structure, tracks NMT (network 
management) state per node, decodes CiA 402  
drive states from TPDO1 (transmit process data 
object) without an EDS (electronic data sheet) file,  
and pairs SDO (service data object) transactions 
against a built-in 180-entry object dictionary. It installs 
via pip and requires no native application; a CAN CC 
(classic) hardware interface is sufficient. The tool 
is available at https://github.com/Chanchaldhiman/
CANviz.                                                                     hz

Open-source CANopen tool

signal analysis, and a structured evaluation methodology 
provides a comprehensive and reliable assessment of the 
network system. Aggregated signal quality metrics serve as 
an effective tool for presenting complex relationships in an 
understandable way while ensuring high diagnostic accuracy. 
The CAN-Bus Tester GT3 from Gemac Chemnitz provides a 
practical solution for this purpose.                                         t
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LATEST
NEWS

ASIL-D certification for CAN XL 
IP core

Development platform for safety-related networks

Chinese SUV with redundant CAN 
networks

Arasan (U.S.A.) has an-
nounced that its CAN 

IP core has achieved an 
ASIL-D certification, covering 
all supported CAN data link 
layer protocols. The CAN XL 
IP core has been certified by 
SGS-TÜV Saar according to 
ISO 26262. The CAN XL IP 
core also supports CAN FD 
and CAN CC (classic). The company offers a free 
upgrade to its CAN XL IP core for customers interested 
in licensing CAN FD until June 30, 2026. The gate 
count increase from CAN FD to CAN XL is minimal, 
stated the supplier.

"Arasan's IP cores have been used extensively 
in mission-critical and life-endangering applications in 
defense, nuclear, aerospace, medical, and automotive 
ADAS (advanced driver assistance system) SoCs 
(system on chips)," said Ron Mabry from Arasan. 
"The ASIL-D certification attests to our fail-safe design 
philosophy.                                                                   hz

Vector has received safety certification for its CANoe 
platform from TÜV SÜD in Germany. The tool for 

development and testing of safety-related systems 
complies with IEC 61508, ISO 26262 (automotive), IEC 
62304 (healthcare), and EN 50716 (railway) standards. 
The certification covers core functional areas of CANoe. 
These include analyzing CAN-based communication 
flows and automated testing of virtual and real systems. 
It also includes diagnostics and stimulation mechanisms 
for targeted fault and response analysis.

For users, certification means a significant reduction 
in the workload of day-to-day project work. Using a 

Chinese automaker Xpeng and Volkswagen 
(Germany) jointly developed an electrical/

electronic (E/E) architecture for vehicles manufactured 
in China based on Volkswagen’s China Main Platform 
(CMP) and the Modular Electric Drive Matrix (MEB). 
platform. End of April on the Beijing Motor Show, 
Xpeng introduced its SUV (sport utility vehicles) 
GX car. The vehicle uses electronic control units 
(ECU), implementing embedded-AI algorithms. Most 
ECUs communicate via dual-redundant CAN CC/FD 
networks. The redundant safety system comprises six 
layers. This includes a quadruple-redundant steering, 
a dual hydraulic and an electronic brake backup as 
well as redundant drive control circuits and a motor 
redundancy.                                                                 hz

(Source: Arasan)

(Source: Xpeng)

News in this regular column came in,  
close to the editorial deadline. 
Nevertheless, they have been  
doublechecked on accuracy and 
correctness.

(Source: Vector)

certified tool reduces the 
effort required for in-house  
tool qualification, because an 
independent assessment is 
already available. Vector 
plans to renew CANoe's  
safety certification regu-
larly. This ensures that 
future versions of the 
products will meet the 
requirements of safety 
standards.                  hz
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40-mm diameter  
and 76-mm 

length

Tesla remotely disabled FSD  
functionality

CAN-FD-to-Ethernet 
gateway

Hackers in Poland, Ukraine, and other countries have 
provided modules to be plugged into the CAN in-

vehicle network (IVN) of Tesla vehicles, in order to geo-
spoof the car, and to unlock unauthorized the FSD (full 
self-driving) software. This includes the vehicle navigation 
and the automatic parking capability. In China alone, 
over 100000 owners have installed such equipment. 
The add-on module connected to the CAN-based IVN 
can "trick" the car into bypassing Tesla’s geofencing 
and software locks. The U.S. automaker has reacted by 
remotely disabling the FSD function. This was done by 
means of OTA (over-the-air) software updates via the 
CAN interfaces of the related ECUs (electronic control 
units). The company did not refund the FSD (supervised) 
purchase or subscription.                                                                hz

Ixxat by HMS Networks launched 
the CAN@net Basic CAN-FD-to- 

Ethernet gateway developed to meet  
the growing demand for simple, scal-
able, and cost-efficient connectivity 
in industrial and automotive envi-
ronments.

Modern applications increasingly require 
seamless communication between distributed CAN 
networks and Ethernet-based systems. However, 
engineers often face a trade-off between performance, 
latency, and system cost. Existing solutions tend to be 
either over-engineered with unnecessary features or 
too limited to handle real-world CAN FD (flexible data 
rate) requirements. CAN@net Basic addresses these 
challenges by focusing on efficient data exchange, low 
latency, and affordability.

Solving engineering challenge I - Balancing 
latency and jitter:

In many CAN-to-Ethernet systems, transmitting 
Ethernet frames for every CAN frame creates 
excessive interrupts, leading to high jitter and unstable 
system performance. Conversely, aggregating data 
reduces jitter but increases delay. The CAN@net 
Basic uses UDP/IP (user datagram protocol/internet 
protocol) communication, reducing protocol overhead 
and minimizing interrupt load. This enables a balanced 
approach with low latency and controlled jitter, making 
it suitable for time-sensitive applications.

Solving engineering challenge II - Scaling 
distributed systems:

In applications where many devices (e.g., test 
setups or distributed machines) must exchange CAN FD 
data, physical CAN bus limitations become a bottleneck 
– especially regarding bus length and node count. 
CAN@net Basic enables flexible network expansion 
via Ethernet, allowing engineers to connect distributed  
systems without being constrained by CAN topology 
limits.

Solving engineering challenge III - Reducing 
cost:

Many users only require a subset of advanced 
gateway functionality but are forced to pay for full-
featured solutions. CAN@net Basic is specifically 
designed as a cost-optimized alternative, delivering 
essential functionality at a market-aligned list price 
of 270 Euro while maintaining industrial-grade 
performance and quality, informs the manufacturer.

Key technical features include one CAN CC/CAN 
FD channel (up to 8 Mbit/s), one Ethernet channel 
(RJ45) supporting ASCII interface mode and UDP/IP 
over Ethernet as well as a USB interface type C and 
removable push-in connectors. The IP20-protected 
device with DIN rail housing (108 mm x 149 mm x 
27 mm) provides a galvanic Isolation (CAN: 2,5 kV, 
1 minute; Ethernet: 1,5 kV, 1 minute) and operates at 
temperatures from -25 °C to +85 °C.                           of

(Source: Magnet-Schultz)

At Hanover Fair, Magnet-Schultz (Germany) pre-
sented the E-Z 020-920 CAN-connectable, 

linear position sensor. It can measure strokes of  
±4 mm. The product features a programmable switch 
output, a 100-% temperature compensation, and an 
operating temperature range from -25 °C to +85 °C. It 
comes in an IP65-rated housing. Offset and gain are 
programmable by means of CAN communication. The 
inductive displacement sensor is protected against 
unauthorized removal.                                                hz
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Car-theft ring uses diagnostic tool to 
steal vehicles
Criminals have stolen vehicles in the Washington 
metropolitan area and Pennsylvania. They did not smash  
windows and did not copied keys. They connected a  
diagnostic tool by Autel to the CAN-based in-vehicle  
network (IVN) and sent CAN frames to “open” the doors  
as well as to move  the car. U.S. Attorney Jeanine Ferris  
Pirro informed during a press conference, that six indivi- 
duals are charged to have stolen at least 20 high-end  
cars. She explained that the thefts were able to  
rewrite the “car’s brain” in less than a minute. She said 
an Autel tool was used to reprogram blank key fobs for 
Corvettes, Camaros, and Honda Civics. There are more 
reports of stolen cars in Maryland and Texas, for example, 
using tools linked to the CAN-based IVNs. Therefore, 
Pirro recommends to regulate, who is allowed to purchase 
on-board diagnostic II (OBD-II) tools or to register the  
owners.                                                                            hz
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Join the community!

For more details please contact CiA  
office at headquarters@can-cia.org

 

www.can-cia.org

The nonprofit CiA organization promotes CAN. CiA and its 
members shape the future of CAN-based networking, by 
developing and maintaining specifications and recommendations 
for CAN CC (classic), CAN FD, and CAN XL.

u	Access to all CiA specifications, already in work draft status

u	Get CANopen vendor-IDs free-of-charge 

u	Develop partnerships with other CiA members

u	Participate in plugfests and workshops

u	Initiate and influence CiA specifications

u	Get credits on CiA training and education events

u	Get credits on CiA publications

u	Get the CANopen CC (classic) conformance test tool

u	Participate in joint marketing activities

u	Get credits on CiA testing services

https://www.can-cia.org/about-us/member-benefits



