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This regular column provides news from standardization bodies and nonprofit 
associations regarding CAN-related documents. Covered are also recommended 

practices, application notes, implementation guidelines, technical reports, and 
open-source projects.

The Dronecode Foundation (DF) is a vendor-neutral 
association as part of the Linux Foundation. DF 

members develop Pixhawk open standards to drive 
interoperability of the drone ecosystem. The electrical 
design is based on a 40-pin connector that exposes  
the features needed to develop a multi-payload interface 
hardware with support for modern sensors. Among  
others, this approach supports two redundant CAN  
ports.

The DS-014 multi-payload interface specification is 
intended for gimbals carrying mid-sized payload cameras 
in mind, with a number of possible configurations, ranging 
from Ethernet, UART (universal asynchronous receiver/
transmitter), USB (universal serial bus) to CAN-based 
DroneCAN and Cyphal. Both DroneCAN and Cyphal 
originate from an earlier project named UAVCAN. In 2022, 
the project split: the original version of UAVCAN (UAVCAN 
v0) was renamed to DroneCAN, and the newer UAVCAN 
v1 was called Cyphal.

 The specification process took over 18 months of 
development with contributions and participation from 
DF member companies and PX4 contributors. Platinum 
member Auterion and Silver member Freefly Systems led 
the related working group. “Auterion firmly believes that 
an ecosystem of open hardware and software standards 
increases the efficiency of all involved parties. Standards 
like the new Pixhawk Payload Bus (PPB) standard 
allow every partner in the ecosystem to focus valuable 

Open-standard and open-source projects for the drone industry

Standards and specifications

engineering time on their own core product and make the 
product compatible automatically,” said Thomas Gubler, 
Head of Avionics at Auterion. “We are excited to be adding 
many PPB compatible payloads to our Skynode powered 
drones.”

The first reference implementation is available 
in Astro by Freefly Systems, their latest commercial  
drone platform. “The DS-014 Payload Bus Standard allows 
us to offer different payload options to our customers  
and users,” said Cory Schwarzmiller, Principal Embedded 
Systems Engineer at Freefly Systems. This open  
standard will save adopters development time on system 
integration. 

The PX4 project

PX4 is an open-source approach. It supports the above-
mentioned higher-layer protocols DroneCAN and Cyphal. 
At either end of the network, a 120-Ω termination resistor 
should be connected between the two network lines. Flight 
controllers and some GNSS (global navigation satellite 
system) modules have built-in termination resistors for 
convenience, thus they should be placed at opposite ends 
of the chain. The CAN interface is redundant. Pixhawk 
standard-compatible CAN devices use 4-pin JST-GH 
connectors for the CAN interface. Two connectors are 
used for input and output when wiring in a daisy chain 
(except for flight controllers and some GNSS devices with 
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built-in termination resistors, which only have a single  
JST-GH connector).

Flight controllers may have up to three independent 
CAN ports (neither DroneCAN or Cyphal support more 
than three). Notable is that it is not possible to have both 
DroneCAN and Cyphal running on PX4 at the same time.

The PX4 successor, Skynode X, combines a flight 
controller, a mission computer, and LTE (long term 
evoluion) connectivity in one product. It is more than a 
drone autopilot: It transforms any robotic vehicle from a 
mere mobile camera into a connected autonomous system. 
This all-in-one solution combines all the core components 
and connections needed to deploy the Auterion software 
stack on a varied range of drones and robots.

The Pixhawk adapter board is used to break out the 
Skynode flight control interfaces on J3 and J4 to connectors 
and pinouts compatible to the Pixhawk standard. The 
adaptor board features two redundant CAN interfaces with 
no termination resistors. The voltage levels for all signals 
brought out from the FMU (fight management unit) to the 
Pixhawk adapter board are either 5 V or 3,3 V.

Germany orders thousands of autonomous 
strike systems

The German government has signed a cooperation 
agreement with Ukraine to enable the Auterion Airlogix 
Joint Venture to execute its first production contract for 
thousands of AI-guided (artificial intelligence) autonomous 
strike systems. The contract covers mid-range X-wing 
and delta-wing unmanned aerial systems manufactured in 
Germany for the Armed Forces of Ukraine. They will be 
partly based on the above-mentioned open standards and 
specifications.

The Auterion Airlogix Joint Venture GmbH was 
established in February 2026 at the Munich Security 
Conference with the backing of both governments. 
Airlogix contributes battle-tested UAV platforms. Auterion 
contributes the AuterionOS operating system, an AI-guided 
terminal navigation, GNSS-denied autonomy, and swarm 
coordination through Nemyx. Production takes place entirely 
in Germany under Ukrainian export permissions.                hz

SAE’s next-generation DBC (data base CAN) file 
combines J1939-21/-22 application-layer functionality 

and J1939-73 (DBCs) decoding. This includes more than 
2300 parameter groups (PGs). The DBC file contains  
95 nodes. The enhanced DBC file simplifies the conversion 
of raw CAN data into actionable insights, empowering 
engineers and developers to accelerate development, 
testing, and maintenance processes for heavy-duty 
vehicles. With the expanded coverage and the seamless 
integration, it ensures optimal performance, reliability, and 
compliance across the entire fleet.                                       hz

The CleANopen application profile for refuse-collecting 
vehicle body application units (BAU) has been revised. 

The six-part document series (version 2.2.0) specifies 
the communication between several deeply-embedded 
functional units, including the CleANopen body controller 
(BC) and (bin) lifter units, compaction units, etc. The 
updated versions have been editorially improved and 
errors have been corrected. Technically, a numbering of 
lift units (LUs) for single compartment side loaders (right/
left) have been added. Additionally, some parameters 
and PDOs (process data objects) have been introduced. 
Especially, PDOs for measuring units (MUAs) now provide 
a WELMEC-complaint signature. Additional SDO (service 
data object) channels connect the bin classification units 
(BCUs) with (bin) identification units (IDUs). Parameter 
specifications have been updated, too.                                       hz

Next-generation DBC files

CiA 422 series updated

	◆ CiA 417 series: The CANopen Lift documents 
have been revised. The updated four-part profile 
specification (CiA 417 series) for lift control systems 
introduces the virtual device for power supply units. 
Other already specified units have been improved 
by means of additional parameters. In addition, the 
documents have been editorially updated.

	◆ CiA 613-2: CiA has released the version 1.0.0 of 
the CiA 613-2 CANsec data plane specification 
as a draft specification proposal (DSP). CANsec 
data plane aims to protect the data integrity, 
freshness, authenticity of origin, and confidentiality 
of data in CAN XL communication, by reusing the 
security functionalities of MACsec. The document 
additionally addresses the primary key management 
requirements but does not specify in detail a key 
exchange/distribution protocol.

	◆ ISO 16845-2: The conformance test plan standard 
for CAN transceivers has successfully passed 
the DIS (draft international standard) ballot. The 
submitted comments will be observed, soon. 
After implementing the agreed changes and 
improvements, ISO 16845-2 will be published as 
international standard (IS).

	◆ ISO 26753: This standard (road vehicles – common 
parameter specification) to be developed has been 
registered as PWI (preliminary work item) by the 
ISO Central Secretariat. It intends to merge all 
existing parameter specifications of commercial 
vehicle external CAN-based interfaces (e.g, ISO 
11992-2/-3, ISO 16844-7, ISO 25200). ISO will also 
standardize the external interfaces, but without 
parameter specifications. Only the mapping of them 
into application layer PDUs (protocol data unit) will 
be specified as well as the lower layers.

	◆ SAE J1939-22: The J1939 application layer  
specification for CAN FD is under revision. SAE  
members discuss technical enhancements regarding  
the WAKE function and assurance trailers as well as  
editorial improvements.                                             hz
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